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ONE

HVAC

HVAC

PYTHON CLIENT FOR

HashiCorp Vault API client for Python 3.x

chat fon gitter

Tested against the latest release, HEAD ref, and 3 previous minor versions (counting back from the latest release) of
Vault. Current official support covers Vault v1.4.7 or later.



https://raw.githubusercontent.com/hvac/hvac/main/docs/_static/hvac_logo_800px.png
https://hashicorp.com/
https://www.vaultproject.io
https://github.com/hvac/hvac/actions?query=workflow%3ATest
https://codecov.io/gh/hvac/hvac
https://hvac.readthedocs.io/en/latest/?badge=latest
https://badge.fury.io/py/hvac
https://twitter.com/python_hvac
https://gitter.im/hvac/community

hvac, Release 0.10.11

1.1 Installation

’pip install hvac

If you would like to be able to return parsed HCL data as a Python dict for methods that support it:

’pip install "hvac([parser]"

1.2 Getting Started

1.2.1 Initialize the Client

Using TLS:

>>> client = hvac.Client (url='https://localhost:8200")
>>> client.is_authenticated()
True

Using TLS with client-side certificate authentication:

>>> client = hvac.Client (
url='https://localhost:8200"',
token=os.environ['VAULT_TOKEN'],
cert=(client_cert_path, client_key_path),
verify=server_cert_path,

)
>>> client.is_authenticated()
True

Using Vault Enterprise namespace:

>>> client = hvac.Client (
url='https://localhost:8200",
namespace=os.getenv ('VAULT_NAMESPACE'),

Using plaintext / HTTP (not recommended for anything other than development work):

>>> client = hvac.Client (url='http://localhost:8200")

1.2.2 Vault Cluster - Initialize and Seal/Unseal

>>> client.sys.is_initialized()

False

>>> shares = 5

>>> threshold = 3

>>> result = client.sys.initialize(shares, threshold)
>>> root_token = result]['root_token']

>>> keys = result['keys']

>>> client.sys.is_initialized()

(continues on next page)
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True
>>> client.token = root_token

>>> client.sys.is_sealed()

True

>>> # Unseal a Vault cluster with individual keys

>>> unseal_responsel = client.sys.submit_unseal_key(keys[0])
>>> unseal_response2 = client.sys.submit_unseal_key(keys[1])
>>> unseal_response3 = client.sys.submit_unseal_key(keys([2])
>>> client.sys.is_sealed()

False

>>> # Seal a previously unsealed Vault cluster.
>>> client.sys.seal()

<Response [204]>

>>> client.sys.is_sealed()

True

>>> # Unseal with multiple keys until threshold met
>>> unseal_response = client.sys.submit_unseal_keys (keys)

>>> client.sys.is_sealed()
False

1.2.3 Read and write to secrets engines

Note: Vault currently defaults the secret/ path to the KV secrets engine version 2 automatically when the Vault server
is started in “dev’” mode.

Note: Starting with Vault v1.1.0, _no_ KV secrets engine is mounted by default. ILe., outside of dev mode, a KV
engine mounted under path secret/ must be explicitly enabled before use.

KV Secrets Engine - Version 2

>>> # Retrieve an authenticated hvac.Client () instance

>>> client = test_utils.create_client ()

>>>

>>> # Write a k/v pair under path: secret/foo

>>> create_response = client.secrets.kv.v2.create_or_update_secret (
path="foo',
secret=dict (baz="bar'),

>>>

>>> # Read the data written under path: secret/foo
>>> read_response = client.secrets.kv.read_secret_version (path='foo")
>>> print ('Value under path "secret/foo" / key "baz": {val}'.format (

val=read_response['data']['data']['baz'],

))

Value under path "secret/foo" / key "baz": bar

(continues on next page)
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>>>

>>> # Delete all metadata/versions for path: secret/foo

>>> client.secrets.kv.delete_metadata_and_all_versions ('foo')
<Response [204]>

KV Secrets Engine - Version 1

Preferred usage:

>>> create_response = client.secrets.kv.vl.create_or_update_secret ('foo',

—secret=dict (baz='bar'))

>>> read_response = client.secrets.kv.vl.read_secret('foo')

>>> print ('Value under path "secret/foo" / key "baz": {val}'.format (
val=read_response['data']['baz'],

))
Value under path "secret/foo" / key "baz": bar
>>> delete_response = client.secrets.kv.vl.delete_secret ('foo')

1.2.4 Authentication

Basic Token Authentication

# Token

>>> client.token = os.environ['VAULT_TOKEN']
>>> client.is_authenticated()

True

LDAP Authentication Example

>>> client = hvac.Client (url='https://localhost:8200")
>>> # LDAP, getpass —> user/password, bring in LDAP3 here for teststup?
>>> login_response = client.auth.ldap.login (
username=os.environ['LDAP_USERNAME'],
password=os.environ['LDAP PASSWORD'],
)
>>> client.is_authenticated()
True
>>> print ('The client token returned from the LDAP auth method is: {token}'.format (
token=login_response['auth'] ['client_token']
))
The client token returned from the LDAP auth method is:

4 Chapter 1. hvac




CHAPTER
TWO

USAGE

2.1 Secrets Engines

2.1.1 Active Directory

Contents

* Active Directory
— Configure AD Secrets Secrets Engine
— Read Config
— Create or Update Role
— Read Role
— List Roles

— Delete Role

— Generate Credentials

Configure AD Secrets Secrets Engine

Configure the AD secrets engine to either manage service accounts or service account libraries.

Source reference: hvac.api.secrets_engines.activedirectory.configure ()

import hvac
client = hvac.Client ()

# Authenticate to Vault using client.auth.x

# Not all these settings may apply to your setup, refer to Vault
# documentation for context of what to use here

config response = client.secrets.activedirectory.configure (
binddn="'username@domain.fqgdn', # A upn or DN can be used for this value, Vault_
—resolves the user to a dn silently
bindpass="#****xxxxxxx",
url='ldaps://domain.fgdn',
userdn="'CN=Users, DN=domain, DN=fgdn',

(continues on next page)




hvac, Release 0.10.11

(continued from previous page)

upndomain='domain.fqgdn"',
ttl=60,
max_ttl=120

)

print (config_response)

Read Config

Return the AD Secret Engine configuration.

Source reference: hvac.api.secrets_engines.activedirectory.read_config()

import hvac
client = hvac.Client ()

# Authenticate to Vault using client.auth.x

config_response = client.secrets.activedirectory.read_config()

Create or Update Role

Create or Update a role which allows the retrieval and rotation of an AD account. Retrieve and rotate the actual
credential via generate_credentials().

Source reference: hvac.api.secrets_engines.activedirectory.create_or_update_role ()

import hvac
client = hvac.Client ()

# Authenticate to Vault using client.auth.x

role_response = client.secrets.activedirectory.create_or_update_role(
name='sqgl-service—account',
service_account_name='svc-sgldb-petshopl@domain.fgdn',
tt1l=60)

Read Role

Retrieve the role configuration which allows the retrieval and rotation of an AD account. Retrieve and rotate the actual
credential via generate_credentials().

Source reference: hvac.api.secrets_engines.activedirectory.read_role()

import hvac
client = hvac.Client ()

# Authenticate to Vault using client.auth.x

role_response = client.secrets.activedirectory.read_role (name='sgl-service—-account')

6 Chapter 2. Usage
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List Roles

List all configured roles which allows the retrieval and rotation of an AD account. Retrieve and rotate the actual
credential via generate_credentials().

Source reference: hvac.api.secrets_engines.activedirectory.list_roles()

import hvac
client = hvac.Client ()

# Authenticate to Vault using client.auth.x

all_roles = client.secrets.activedirectory.list_roles()

Delete Role

Remove the role configuration which allows the retrieval and rotation of an AD account.

The account is retained in Active Directory, but the password will be whatever Vault had rotated it to last. To regain
control, the password will need to be reset via Active Directory.

Source reference: hvac.api.secrets_engines.activedirectory.delete_role ()

import hvac
client = hvac.Client ()

# Authenticate to Vault using client.auth.x

deletion_response = client.secrets.activedirectory.delete_role (name="'sgl-service—
—account ')

Generate Credentials

Retrieve a service account password from AD. Return the previous password (if known). Vault shall rotate the pass-
word before returning it, if it has breached its configured ttl.

Source reference: hvac.api.secrets_engines.activedirectory.generate_credentials ()

import hvac
client = hvac.Client ()

# Authenticate to Vault using client.auth.x
gen_creds_response = client.secrets.activedirectory.generate_credentials(

name='hvac-role',

)

print ('Retrieved Service Account Password: (Current) / (01d) '.
—format (
access=gen_creds_response['data'] ['current_password'],
secret=gen_creds_response['data'] ['old_password'],

))

2.1. Secrets Engines 7
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2.1.2 AWS

Contents

* AWS

Configure Root IAM Credentials
Rotate Root IAM Credentials

Configure Lease

— Read Lease

Create or Update Role

* Legacy Parameters

Read Role

List Roles

Delete Role

Generate Credentials

Configure Root IAM Credentials

Source reference: hvac.api.secrets _engines.Aws.configure_root_iam credentials ()

import os

import hvac
client = hvac.Client ()

client.secrets.aws.configure_root_iam_credentials (
access_key=o0s.getenv ('AWS_ACCESS_KEY_ID"),
secret_key=os.getenv ('AWS_SECRET_ACCESS_KEY'"),

Chapter 2. Usage
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Rotate Root IAM Credentials

Source reference: hvac.api.secrets_engines.Aws.rotate_root_iam credentials ()

import hvac
client = hvac.Client ()

client.secrets.aws.rotate_root_iam_credentials ()

Configure Lease

Source reference: hvac.api.secrets _engines.Aws.configure_ lease ()

import hvac
client = hvac.Client ()

# Set the default least TTL to 300 seconds / 5 minutes
client.secrets.aws.configure_lease (
lease="300s",

Read Lease

Source reference: hvac.api.secrets_engines.Aws.read_lease ()

import hvac
client = hvac.Client ()

read_lease_response = client.secrets.aws.read_lease()
print ('The current "lease_max" TTL is: {lease max}'.format (

lease_max=read_lease_response['data']['lease_max'],

))

Create or Update Role

Source reference: hvac.api.secrets _engines.Aws.create or_update role ()

import hvac
client = hvac.Client ()

describe_ec2_policy_doc = {
'Version': '2012-10-17",
'Statement': [
{
'Resource': 'x'
'Action': 'ec2:Describex',
'Effect': 'Allow',
}I
]I
}
client.secrets.aws.create_or_update_role (
name='hvac-role',
credential_type='assumed_role',

(continues on next page)
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policy_document=describe_ec2_policy_doc,
policy_arns=['arn:aws:iam::aws:policy/AmazonVPCReadOnlyAccess'],

Legacy Parameters

Note: In previous versions of Vault (before version 0.11.0), this API route only supports the policy_document and
policy_arns parameters (which hvac will translate to policy and arn parameters respectively in the request sent to
Vault). If running these versions of Vault, the legacy_params parameter on this method can be set to True.

For older versions of Vault (any version before 0.11.0):

import hvac

client = hvac.Client ()
describe_ec2_policy_doc = {
'Version': '2012-10-17",

'Statement': [
{

'Resource': 'x'
'Action': 'ec2:Describex',
'Effect': 'Allow',

by
1,

# Note: with the legacy params, the ‘policy_arns’ parameter is translated to ‘arn’
# in the request sent to Vault and only one ARN is accepted. If a list is provided,
# hvac will only use the first ARN in the list.
client.secrets.aws.create_or_update_role(

name='hvac-role',

credential_type='assumed_role',

policy_document=describe_ec2_policy_doc,

policy_arns='arn:aws:iam::aws:policy/AmazonVPCReadOnlyAccess',

legacy_params=True,

Read Role

Source reference: hvac.api.secrets _engines.Aws.read _role ()

import hvac
client = hvac.Client ()

read_role_response = client.secrets.aws.read_role (
name='"'hvac-role',

)

print ('The credential type for role "hvac-role" is: {cred type}'.format (

cred_type=read_role_response['data']['credential types'],

))
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List Roles

Source reference: hvac.api.secrets_engines.Aws.list_roles ()

import hvac
client = hvac.Client ()

list_roles_response = client.secrets.aws.list_roles()

print ('AWS secrets engine role listing: {roles}'.format (
roles=', '.join(list_roles_response['data']['keys'])

))

Delete Role

Source reference: hvac.api.secrets _engines.Aws.delete role ()

import hvac
client = hvac.Client ()

client.secrets.aws.delete_role(
name='"'hvac-role',

Generate Credentials

Source reference: hvac.api.secrets _engines.Aws.generate credentials ()

import hvac
client = hvac.Client ()

gen_creds_response = client.secrets.aws.generate_credentials(
name="'hvac-role',

)

print ('Generated access / secret keys: {access} / {secret}'.format (
access=gen_creds_response['data']['access_key'],
secret=gen_creds_response|['data'] ['secret_key'],

))

2.1.3 Azure

Note: Every method under the Azure class includes a mount_point parameter that can be used to address the
Azure secret engine under a custom mount path. E.g., If enabling the Azure secret engine using Vault’s CLI commands
via vault secrets enable -path=my-azure azure”, the mount_point parameter in hvac.api.secrets_engines.

Azure () methods would need to be set to “my-azure”.

2.1. Secrets Engines
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Configure

hvac.api.secrets_engines.Azure.configure ()

import hvac
client = hvac.Client ()

client.secrets.azure.configure (
subscription_id='my-subscription-id"',
tenant_id='my-tenant-id’',

Read Config

hvac.api.secrets_engines.Azure.read_config()

import hvac
client = hvac.Client ()

azure_secret_config = client.secrets.azure.read_config()
print ('The Azure secret engine is configured with a subscription ID of {id}'.format (
id=azure_secret_config['subscription_id'],

))

Delete Config

hvac.api.secrets_engines.Azure.delete_config()

import hvac
client = hvac.Client ()

client.secrets.azure.delete_config()

Create Or Update A Role

hvac.api.secrets_engines.Azure.create_or_update_role()

import hvac
client = hvac.Client ()

azure_roles = [
{
'role_name': "Contributor",
'scope': "/subscriptions/95e675fa-307a-455e-8cdf-0a6bbaecaal3bae",
}I
1
client.secrets.azure.create_or_update_role(
name='my-azure-secret-role',
azure_roles=azure_roles,

12 Chapter 2. Usage




hvac, Release 0.10.11

List Roles

hvac.api.secrets_engines.Azure.list_roles()

import hvac
client = hvac.Client ()

azure_secret_engine_roles = client.secrets.azure.list_roles()
print ('The following Azure secret roles are configured: '.format (
roles="','.join(roles['keys']),

))

Generate Credentials

hvac.api.secrets_engines.Azure.generate_credentials ()

import hvac
from azure.common.credentials import ServicePrincipalCredentials

client = hvac.Client ()

azure_creds = client.secrets.azure.secret.generate_credentials (
name="'some—-azure-role—-name',

)

azure_spc = ServicePrincipalCredentials(
client_id=azure_creds|['client_id'],
secret=azure_creds|['client_secret'],
tenant=TENANT_ID,

2.1.4 GCP

Configure
* Read Config

Create Or Update Roleset

Rotate Roleset Account

* Rotate Roleset Account Key
* Read Roleset

* List Rolesets

* Delete Roleset

e Generate Oauth2 Access Token

Generate Service Account Key
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Configure
Gecp . configure (credentials=None, ttl=None, max_ttl=None, mount_point="gcp’)
Configure shared information for the Gep secrets engine.

Supported methods: POST: /{mount_point}/config. Produces: 204 (empty body)

Parameters

* credentials (str | unicode) — JSON credentials (either file contents or
‘@path/to/file’) See docs for alternative ways to pass in to this parameter, as well as the
required permissions.

* ttl (int | str)—- Specifies default config TTL for long-lived credentials (i.e. service
account keys). Accepts integer number of seconds or Go duration format string.

* max_ttl (int | str) - Specifies the maximum config TTL for long-lived credentials
(i.e. service account keys). Accepts integer number of seconds or Go duration format
string. **

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The response of the request.

Return type requests.Response

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

credentials = test_utils.load_config file('example.jwt.json'")
configure_response = client.secrets.gcp.configure (
credentials=credentials,
max_ttl1l=3600,
)

print (configure_response)

Example output:

<Response [204]>

Read Config
Gcp.read_config (mount_point="gcp')
Read the configured shared information for the Gep secrets engine.
Credentials will be omitted from returned data.
Supported methods: GET: /{mount_point}/config. Produces: 200 application/json
Parameters mount_point (str | unicode) - The “path” the method/backend was mounted
on.
Returns The JSON response of the request.
Return type dict
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Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

read_config_response = client.secrets.gcp.read_config()
print ('Max TTL for GCP secrets engine set to: '.format (max_ttl=read_config__
—response['data'] ['max_ttl']))

Example output:

Max TTL for GCP secrets engine set to: 3600

Create Or Update Roleset

Gecp.create_or_ update_roleset (name, project, bindings, secret_type=None, token_scopes=None,
mount_point='gcp')
Create a roleset or update an existing roleset.

See roleset docs for the GCP secrets backend to learn more about what happens when you create or update a
roleset.

Supported methods: POST: /{mount_point}/roleset/{name}. Produces: 204 (empty body)

Parameters

* name (str | unicode)— Name of the role. Cannot be updated.

project (str | unicode)— Name of the GCP project that this roleset’s service ac-
count will belong to. Cannot be updated.

bindings (str | unicode) — Bindings configuration string (expects HCL or JSON
format in raw or base64-encoded string)

* secret_type (str | unicode)— Cannot be updated.

* token_scopes (1ist [str])— List of OAuth scopes to assign to access_token secrets
generated under this role set (access_token role sets only)

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The response of the request.

Return type requests.Response

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

bindings = """
resource "//cloudresourcemanager.googleapis.com/project/some-gcp-project—1id" {
roles = |
"roles/viewer"

j| 4

(continues on next page)
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(continued from previous page)

nwn

token_scopes = [
'https://www.googleapis.com/auth/cloud-platform',
'https://www.googleapis.com/auth/bigquery’,

roleset_response = client.secrets.gcp.create_or_update_roleset (
name="'hvac-doctest',
project='some-gcp-project-id',
bindings=bindings,
token_scopes=token_scopes,

Rotate Roleset Account
Gcp.rotate_roleset_account (name, mount_point='gcp’)
Rotate the service account this roleset uses to generate secrets.

This also replaces the key access_token roleset. This can be used to invalidate old secrets generated by the

roleset or fix issues if a roleset’s service account (and/or keys) was changed outside of Vault (i.e. through
GCP APIs/cloud console).

Supported methods: POST: /{mount_point}/roleset/{ name }/rotate. Produces: 204 (empty body)

Parameters

* name (str | unicode)- Name of the role.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The response of the request.

Return type requests.Response

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

rotate_response = client.secrets.gcp.rotate_roleset_account (name='hvac-doctest"')

Rotate Roleset Account Key

Gcp.rotate_roleset_account_key (name, mount_point="gcp')
Rotate the service account key this roleset uses to generate access tokens.
This does not recreate the roleset service account.

Supported methods: POST: /{mount_point}/roleset/{ name }/rotate-key. Produces: 204 (empty body)

Parameters
* name (str | unicode)- Name of the role.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
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Returns The response of the request.

Return type requests.Response

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

rotate_response = client.secrets.gcp.rotate_roleset_account_key (name="hvac-doctest")

Read Roleset
Gcp.read_roleset (name, mount_point="gcp’)
Read a roleset.

Supported methods: GET: /{mount_point}/roleset/{name}. Produces: 200 application/json

Parameters

* name (str | unicode)- Name of the role.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

read_response = client.secrets.gcp.read_roleset (name='hvac-doctest')

List Rolesets
Gecp.list_rolesets (mount_point='gcp’)
List configured rolesets.
Supported methods: LIST: /{mount_point}/rolesets. Produces: 200 application/json
Parameters mount_point (str | unicode) - The “path” the method/backend was mounted
on.
Returns The JSON response of the request.
Return type dict
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Examples

import hvac
client hvac.Client (url="https://127.0.0.1:8200")

list_response = client.secrets.gcp.list_rolesets/()

Delete Roleset
Gcp.delete_roleset (name, mount_point='gcp’)
Delete an existing roleset by the given name.

Supported methods: DELETE: /{mount_point}/roleset/{name} Produces: 200 application/json

Parameters

* name (str | unicode)- Name of the role.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The response of the request.

Return type requests.Response

Examples

import hvac
client hvac.Client (url="https://127.0.0.1:8200")

delete_response = client.secrets.gcp.delete_roleset (name='hvac-doctest')

Generate Oauth2 Access Token

Gcp.generate_oauth2_access_token (roleset, mount_point="gcp’)
Generate an OAuth2 token with the scopes defined on the roleset.
This OAuth access token can be used in GCP API calls, e.g. curl -H “Authorization: Bearer STOKEN” . ..
Supported methods: GET: /{mount_point}/token/{roleset}. Produces: 200 application/json

Parameters

* roleset (str | unicode)— Name of an roleset with secret type access_token to gen-
erate access_token under.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict
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Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

token_response = client.secrets.gcp.generate_oauth2_access_token(roleset="'hvac-doctest
")

Generate Service Account Key

Gcp.generate_service_account_key (roleset, key_algorithm="KEY_ALG_RSA_2048’,
key_type="TYPE_GOOGLE_CREDENTIALS_FILE',
method="POST', mount_point="gcp’)

Generate Secret (IAM Service Account Creds): Service Account Key

If using GET (‘read’), the optional parameters will be set to their defaults. Use POST if you want to specify
different values for these params.

Parameters

* roleset (str | unicode)—Name of an roleset with secret type service_account_key
to generate key under.

* key_algorithm(str | unicode)— Key algorithm used to generate key. Defaults to
2k RSA key You probably should not choose other values (i.e. 1k),

* key_type (str | unicode) - Private key type to generate. Defaults to JSON creden-
tials file.

* method (str | unicode)- Supported methods: POST: /{mount_point}/key/{roleset}.
Produces: 200 application/json GET: /{mount_point}/key/{roleset}. Produces: 200 appli-
cation/json

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.

Return type dict

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

key_response = client.secrets.gcp.generate_service_account_key (roleset="'hvac-doctest")
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2.1.5 Identity

New in version Vault: 0.9.0

Contents

* Identity

— Entity
* Create Or Update Entity
x Create Or Update Entity By Name
* Read Entity
* Read Entity By Name
* Update Entity
x Delete Entity
+ Delete Entity By Name
* List Entities
+ List Entities By Name
* Merge Entities

— Entity Alias
* Create Or Update Entity Alias

* Read Entity Alias

*

Update Entity Alias
* List Entity Aliases
+ Delete Entity Alias
- Group
* Create Or Update Group
* Read Group
x Update Group
* Delete Group
* List Groups
* List Groups By Name
x Create Or Update Group By Name
* Read Group By Name
* Delete Group By Name
— Group Alias
* Create Or Update Group Alias

x Update Group Alias
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* Read Group Alias
x Delete Group Alias
* List Group Aliases
— Lookup
* Lookup Entity
* Lookup Group
— Tokens
x Configure Tokens Backend
% Read Tokens Backend Configuration
* Create Named Key
* Read Named Key
* Delete Named Key
* List Named Keys
* Rotate Named Key
* Create or Update Role
* Read Role
% Delete Role
* List Roles
x Generate Signed ID Token
* Introspect Signed ID Token

* Read .well-known Configurations

* Read Active Public Keys

Entity

Create Or Update Entity

hvac.api.secrets_engines.Identity.create_or_update_entity()

import
client

create_

entity_

print (

hvac

= hvac.Client ()

response = client.secrets.identity.create_or_update_entity(
name='hvac-entity',
metadata=dict (extra_datas="yup'),

)
id = create_response(['data']['id"]
'"Entity ID for "hvac-entity" is: '.format (id=entity_id))

2.1. Secrets Engines
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Create Or Update Entity By Name

hvac.api.secrets_engines.Identity.create_or_update_entity_ by_name ()

import hvac
client = hvac.Client ()

client.secrets.identity.create_or_update_entity_by_name (
name='hvac—-entity',
metadata=dict (new_datas='uhuh'),

Read Entity

hvac.api.secrets_engines.Identity.read entity /()

import hvac
client = hvac.Client ()

read_response = client.secrets.identity.read_entity(
entity_id=entity_id,

)

name = read_response['data']['name']

print ('Name for entity ID {id} is: {name}'.format (id=entity_id, name=name))

Read Entity By Name

New in version Vault: 0.11.2

hvac.api.secrets_engines.Identity.read entity_ by name ()

import hvac
client = hvac.Client ()

read_response = client.secrets.identity.read_entity_by_name (
name="'hvac-entity',

)

entity_id = read_response['data']['id']

print ('Entity ID for "hvac-entity" is: {id}'.format (id=entity_id))

Update Entity

hvac.api.secrets_engines.Identity.update _entity()

import hvac
client = hvac.Client ()

client.secrets.identity.update_entity (
entity_id=entity_id,
metadata=dict (new_metadata="'yup'),
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Delete Entity

hvac.api.secrets_engines.Identity.delete_entity/()

import hvac
client = hvac.Client ()

client.secrets.identity.delete_entity (
entity_id=entity_id,

Delete Entity By Name

New in version Vault: 0.11.2

hvac.api.secrets_engines.Identity.delete _entity by _name ()

import hvac
client = hvac.Client ()

client.secrets.identity.delete_entity_by_name (
name="'hvac-entity',

List Entities

hvac.api.secrets_engines.Identity.list_entities()

import hvac
client = hvac.Client ()

list_response = client.secrets.identity.list_entities{()

entity_keys = list_response['data']['keys']

print ('The following entity IDs are currently configured: {keys}'.format (keys=entity_
—keys))

List Entities By Name

New in version Vault: 0.11.2

hvac.api.secrets_engines.Identity.list_entities by name ()

import hvac
client = hvac.Client ()

list_response = client.secrets.identity.list_entities_by_name ()
entity_keys = list_response['data']['keys']

print ('The following entity names are currently configured: {keys}'.
—format (keys=entity_keys))
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Merge Entities

hvac.api.secrets_engines.Identity.merge_entities()

import hvac
client = hvac.Client ()

client.secrets.identity.merge_entities(
from_entity_ids=from_entity_ids,
to_entity_id=to_entity_id,

Entity Alias

Create Or Update Entity Alias

hvac.api.secrets_engines.Identity.create_or_update_entity _alias()

import hvac
client = hvac.Client ()

create_response = client.secrets.identity.create_or_update_entity_alias(
name='hvac-entity-alias"',
canonical_id=entity_id,
mount_accessor="auth_approle_73cl6de3’,
)
alias_id = create_response['data']['id"]
print ('"Alias ID for "hvac-entity-alias" is: {id}'.format (id=alias_id))

Read Entity Alias

hvac.api.secrets_engines.Identity.read entity alias()

import hvac
client = hvac.Client ()

read_response = client.secrets.identity.read_entity_alias(
alias_id=alias_id,

)

name = read_response['data']['name']

print ('Name for entity alias {id} is: {name)}'.format (id=alias_id, name=name))

Update Entity Alias

hvac.api.secrets_engines.Identity.update_entity_alias/()

import hvac
client = hvac.Client ()

client.secrets.identity.update_entity_alias(
alias_id=alias_id,
name='new-alias-name',

(continues on next page)
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(continued from previous page)

canonical_id=entity_id,
mount_accessor="auth_approle_73cl6de3",

List Entity Aliases

hvac.api.secrets_engines.Identity.list_entity aliases()

import hvac
client = hvac.Client ()

list_response = client.secrets.identity.list_entity_aliases/()

alias_keys = list_response['data']['keys']

print ('The following entity alias IDs are currently configured: {keys}'.
—format (keys=alias_keys))

Delete Entity Alias

hvac.api.secrets_engines.Identity.delete_entity_alias()

import hvac
client = hvac.Client ()

client.secrets.identity.delete_entity_alias(
alias_id=alias_id,

Group

Create Or Update Group

hvac.api.secrets_engines.Identity.create_or_update_group ()

import hvac
client = hvac.Client ()

create_response = client.secrets.identity.create_or_update_group (
name="'hvac—-group',
metadata=dict (extra_datas='we gots em'),
)
group_1id = create_response['data']['id"]
print ('Group ID for "hvac-group" is: {id}'.format (id=group_id))
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Read Group

hvac.api.secrets_engines.Identity.read group ()

import hvac
client = hvac.Client ()

read_response = client.secrets.identity.read_group (
group_id=group_id,
)

name = read_response['data']['name']
print ('Name for group ID {(id} is: {name}'.format (id=group_id, name=name))
Update Group

hvac.api.secrets_engines.Identity.update group ()

import hvac
client = hvac.Client ()

client.secrets.identity.update_group (
group_id=group_id,
metadata=dict (new_metadata="'vyup'),

Delete Group

hvac.api.secrets_engines.Identity.delete group()

import hvac
client = hvac.Client ()

client.secrets.identity.delete_group (
group_id=group_id,

List Groups

hvac.api.secrets_engines.Identity.list_groups()

import hvac
client = hvac.Client ()

list_response = client.secrets.identity.list_groups/()

group_keys = list_entities_response['data']['keys']

print ('The following group IDs are currently configured: {keys}'.format (keys=group_
—keys))
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List Groups By Name

New in version Vault: 0.11.2

hvac.api.secrets_engines.Identity.list_groups_by_name ()

import hvac
client = hvac.Client ()

list_response = client.secrets.identity.list_groups_by_name ()

group_keys = list_response['data']['keys']

print ('The following group names are currently configured: {keys}'.format (keys=group_
—keys))

Create Or Update Group By Name

New in version Vault: 0.11.2

hvac.api.secrets_engines.Identity.create_or_update_group_by_name ()

import hvac
client = hvac.Client ()

client.secrets.identity.create_or_update_group_by_name (
name="'hvac-group',
metadata=dict (new_datas="'uhuh'),

Read Group By Name

New in version Vault: 0.11.2

hvac.api.secrets_engines.Identity.read _group_ by _name ()

import hvac
client = hvac.Client ()

read_response = client.secrets.identity.read_group_by_name (
name="'hvac—-group',

)

group_id = read_response['data']['id'"]

print ('Group ID for "hvac-group" is: {id}'.format (id=group_id))

Delete Group By Name

New in version Vault: 0.11.2

hvac.api.secrets_engines.Identity.delete_group_by_name ()

import hvac
client = hvac.Client ()

client.secrets.identity.delete_group_by_name (

(continues on next page)
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(continued from previous page)

name="'hvac-group',

Group Alias

Create Or Update Group Alias

hvac.api.secrets_engines.Identity.create_or_update_group_alias()

import hvac
client = hvac.Client ()

create_response = client.secrets.identity.create_or_update_group_alias (
name='hvac—-group-alias',
canonical_id=group_id,
mount_accessor="'auth_approle_73clede3’,
)
alias_id = create_response['data']['id"]
print ('Group alias ID for "hvac-group_alias" is: {id}'.format (id=alias_id))

Update Group Alias

hvac.api.secrets_engines.Identity.update_group_alias/()

import hvac
client = hvac.Client ()

client.secrets.identity.update_group_alias/(
alias_id=alias_id,
name='new-alias-name',
canonical_id=group_id,
mount_accessor="auth_approle_73cl6de3’,

Read Group Alias

hvac.api.secrets_engines.Identity.read group_alias/()

import hvac
client = hvac.Client ()

read_response = client.secrets.identity.read_group_alias (
alias_id=alias_id,

)

name = read_response['data']['name']

print ('Name for group alias {id} is: {name}'.format (id=alias_id, name=name))

28 Chapter 2. Usage




hvac, Release 0.10.11

Delete Group Alias

hvac.api.secrets_engines.Identity.delete group_alias/()

import hvac
client = hvac.Client ()

client.secrets.identity.delete_group_alias/(
alias_id=alias_id,

List Group Aliases

hvac.api.secrets_engines.Identity.list_group_aliases()

import hvac
client = hvac.Client ()

list_response = client.secrets.identity.list_group_aliases/()
alias_keys = list_response['data']['keys']

print ('The following group alias IDs are currently configured: {keys}'.

—format (keys=alias_keys))

Lookup

Lookup Entity

hvac.api.secrets_engines.Identity.lookup_entity/()

import hvac
client = hvac.Client ()

lookup_response = client.secrets.identity.lookup_entity (
name="'hvac-entity',

)

entity_id = lookup_response['data']['id']
print ('Entity ID for "hvac-entity" is: {id}'.format (id=entity_id))
Lookup Group

hvac.api.secrets_engines.Identity.lookup_group ()

import hvac
client = hvac.Client ()

lookup_response = client.secrets.identity.lookup_group (
name="'hvac—-group',

)

group_id = lookup_response['data']["'id']

print ('Group ID for "hvac-entity" is: {id}'.format (id=group_id))
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Tokens

Configure Tokens Backend

hvac.api.secrets_engines.Identity.configure_tokens_backend ()

import hvac
client = hvac.Client ()

client.secrets.identity.configure_tokens_backend (
issuer="https://python-hvac.org:1234",

Read Tokens Backend Configuration

hvac.api.secrets_engines.Identity.read tokens backend configuration()

import hvac
client = hvac.Client ()

config = client.secrets.identity.read_tokens_backend_configuration ()
print ('Tokens backend issuer: {issuer}'.format (issuer=config['data']['issuer']))

Create Named Key

hvac.api.secrets_engines.Identity.create_named _key ()

import hvac
client = hvac.Client ()

client.secrets.identity.create_named_key (
name="'hvac',

Read Named Key

hvac.api.secrets_engines.Identity.read _named_key ()

import hvac
client = hvac.Client ()

key_response = client.secrets.identity.read_named_key (
name="'hvac',

)

print ('Identity key "hvac" algorithm is: {algorithm}'.format (
algorithm=response['data']['algorithm'],

))
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Delete Named Key

hvac.api.secrets_engines.Identity.delete _named _key ()

import hvac
client = hvac.Client ()

client.secrets.identity.delete_named_key (
name="'hvac',

List Named Keys

hvac.api.secrets_engines.Identity.delete_named _key ()

import hvac
client = hvac.Client ()

list_keys_resp = client.secrets.identity.list_named_keys ()
print ('Current token key names: {names}'.format (
names=', '.Jjoin(response['data']l['keys']),

))

Rotate Named Key

hvac.api.secrets_engines.Identity.rotate_named_key ()

import hvac
client = hvac.Client ()

client.secrets.identity.rotate_named_key (
name="'hvac',
verification_ttl='24h",

Create or Update Role

hvac.api.secrets_engines.Identity.create_or_update_role ()

import hvac
client = hvac.Client ()

key_name = 'hvac-key'
token_client_id = 'some-client—-id'
client.secrets.identity.create_named_key (
name=key_name,
allowed_client_ids=[token_client_id],
)
client.secrets.identity.create_or_update_role(
name="'hvac—-person',
key_name=key_name,
client_id=token_client_id,
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Read Role

hvac.api.secrets_engines.Identity.create_or_update_role()

import hvac
client = hvac.Client ()

read_resp = client.secrets.identity.read_role(
name='hvac-person',

)

print ('Identity role "hvac-person" is set to use key: {key name}'.format (
key_name=read_resp['data']['key'],

))

Delete Role

hvac.api.secrets_engines.Identity.delete_role()

import hvac
client = hvac.Client ()

client.secrets.identity.delete_role(
name='hvac—-person',

List Roles

hvac.api.secrets_engines.Identity.list_roles()

import hvac
client = hvac.Client ()

response = client.secrets.identity.list_roles()
print ('Current token role names: {names}'.format (
names=', '.Jjoin(response['data']l['keys']),

))

Generate Signed ID Token

hvac.api.secrets_engines.Identity.generate _signed _id token ()

import hvac
client = hvac.Client ()

# Note: the token attribute on the following Client instance must have an
# identity associated with it. Otherwise the request will be reject by vault due to:
# "no entity associated with the request's token"
response = client.secrets.identity.generate_signed_id_token (
name="'hvac-person',
)
print ('Generated signed id token: {token}'.format (
token=response['data']['token'],

))
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Introspect Signed ID Token

hvac.api.secrets_engines.Identity.introspect_signed _id token ()

import hvac
client = hvac.Client ()

response = client.secrets.identity.introspect_signed_id_token (
token='some—-generated-signed-id-token',

)

print ('Specified token is active?: {active}'.format (
active=response|'active'],

))

Read .well-known Configurations

hvac.api.secrets_engines.Identity.read well known_configurations ()

import hvac
client = hvac.Client ()

response = client.secrets.identity.read_well_ known_configurations ()
print ('JWKS URI is: {jwks_ uri}'.format (
active=response|['jwks_uri'],

))

Read Active Public Keys

hvac.api.secrets_engines.Identity.read _active_public_keys ()

import hvac
client = hvac.Client ()

response = client.secrets.identity.read_active_public_keys()
print ("Active public keys: {keys}'.format (
keys=response|'keys'],

))

2.1.6 PKI

Read CA Certificate

hvac.api.secrets_engines.pki.read_ca_certificate()

import hvac
client = hvac.Client ()

read_ca_certificate_response = client.secrets.pki.read_ca_certificate()
print ('Current PKI CA Certificate: {/'.format (read_ca_certificate_response))
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Read CA Certificate Chain

hvac.api.secrets_engines.pki.read_ca_certificate_chain()

import hvac
client = hvac.Client ()

read_ca_certificate_chain_response = client.secrets.pki.read_ca_certificate_chain()
print ('Current PKI CA Certificate Chain: '.format (read_ca_certificate_chain_
—response))

Read Certificate

hvac.api.secrets_engines.pki.read_certificate()

import hvac
client = hvac.Client ()

read_certificate_response = client.secrets.pki.read_certificate(serial="crl'")
print ('Current PKI CRL: '.format (read_certificate_response))

List Certificates

hvac.api.secrets_engines.pki.list_certificates/()

import hvac
client = hvac.Client ()

list_certificate_response = client.secrets.pki.list_certificates/()
print ('Current certificates (serial numbers) : '.format (list_certificate_response))

Submit CA Information

hvac.api.secrets_engines.pki.submit_ca_information ()

import hvac
client = hvac.Client ()

submit_ca_information_response = client.secrets.pki.submit_ca_information (

Read CRL Configuration

hvac.api.secrets_engines.pki.read_crl_configuration ()

import hvac
client = hvac.Client ()

read_crl_configuration_response = client.secrets.pki.read_crl_configuration ()
print ('CRL configuration: '.format (read_crl_configuration_response))
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Set CRL Configuration

hvac.api.secrets_engines.pki.set_crl_configuration ()

import hvac
client = hvac.Client ()

set_crl_configuration_response = client.secrets.pki.set_crl_configuration/(
expiry='72h",
disable=False

Read URLs

hvac.api.secrets_engines.pki.read_urls()

import hvac

client = hvac.Client ()

read_urls_response = client.secrets.pki.read_urls()
print ('Get PKI urls: '.format (read_urls_response))
Set URLs

hvac.api.secrets_engines.pki.set_urls ()

import hvac

client = hvac.Client ()

set_urls_response = client.secrets.pki.set_urls(

{
'issuing_certificates': ['http://127.0.0.1:8200/v1/pki/ca']l,
'crl_distribution_points': ['http://127.0.0.1:8200/v1/pki/crl']

}

)

Read CRL

hvac.api.secrets_engines.pki.read_crl ()

import hvac

client = hvac.Client ()
read_crl_response = client.secrets.pki.read_crl()
print ('Current CRL: '.format (read_crl_response))
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Rotate CRLs

hvac.api.secrets_engines.pki.rotate_crl ()

import hvac
client = hvac.Client ()

rotate_crl_response = client.secrets.pki.rotate_crl()
print ('Rotate CRL: '.format (rotate_crl_response))

Generate Intermediate

hvac.api.secrets_engines.pki.generate_intermediate ()

import hvac
client = hvac.Client ()

generate_intermediate_response = client.secrets.pki.generate_intermediate (
type='exported',
common_name="'Vault integration tests'

)

print ('Intermediate certificate: '.format (generate_intermediate_response))

Set Signed Intermediate

hvac.api.secrets_engines.pki.set_signed_intermediate ()

import hvac
client = hvac.Client ()

set_signed_intermediate_response = client.secrets.pki.set_signed_intermediate (
P BEGIN CERTIFICATE...'

Generate Certificate

hvac.api.secrets_engines.pki.generate_certificate()

import hvac
client = hvac.Client ()

generate_certificate_response = client.secrets.pki.generate_certificate(
name='myrole',
common_name="test.example.com'

)

print ('Certificate: '.format (generate_certificate_response))
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Revoke Certificate

hvac.api.secrets_engines.pki.revoke_certificate()

import hvac
client = hvac.Client ()

revoke_certificate_response = client.secrets.pki.revoke_certificate(
serial_number='39:dd:2e..."'
)

print ('Certificate: ' . format (revoke_certificate_response))

Create/Update Role

hvac.api.secrets_engines.pki.create_or_update_role ()

import hvac

client = hvac.Client ()
create_or_update_role_response = client.secrets.pki.create_or_update_role
'mynewrole’,
{
'ttl': '72h',
'allow_localhost': 'false'
}
)
print ('New role: '.format (create_or_update_role_response))
Read Role

hvac.api.secrets_engines.pki.read_role()

import hvac

client = hvac.Client ()

read_role_response = client.secrets.pki.read_role('myrole')
print ('Role definition: '.format (read_role_response))
List Roles

hvac.api.secrets_engines.pki.list_roles()

import hvac
client = hvac.Client ()

list_roles_response = client.secrets.pki.list_roles/()
print ('List of available roles: '.format (1list_roles_response))
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Delete Role

hvac.api.secrets_engines.pki.delete_role()

import hvac
client = hvac.Client ()

delete_role_response = client.secrets.pki.delete_role('role2delete’)

Generate Root

hvac.api.secrets_engines.pki.generate_root ()

import hvac
client = hvac.Client ()

generate_root_response = client.secrets.pki.generate_root (
type='exported',
common_name="New root CA'

)

print ('New root CA: '.format (generate_root_response))

Delete Root

hvac.api.secrets_engines.pki.delete_root ()

import hvac
client = hvac.Client ()

delete_root_response = client.secrets.pki.delete_root ()

Sign Intermediate

hvac.api.secrets_engines.pki.sign_intermediate ()

import hvac
client = hvac.Client ()

sign_intermediate_response = client.secrets.pki.sign_intermediate (
csr="'....",
common_name="'example.com',

)

print ('Signed certificate: '.format (sign_intermediate_response))
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Sign Self-Issued

hvac.api.secrets_engines.pki.sign_self_issued()

import hvac
client = hvac.Client ()

sign_self_ issued_response = client.secrets.pki.sign_self_issued(
certificate="'..."

)

print ('Signed certificate: '.format (sign_self_issued_response))

Sign Certificate

hvac.api.secrets_engines.pki.sign_certificate ()

import hvac

client = hvac.Client ()

sign_certificate_response = client.secrets.pki.sign_certificate(
name='myrole',
csr='...",

common_name="example.com'

)

print ('Signed certificate: '.format (sign_certificate_response))

Sign Verbatim

hvac.api.secrets_engines.pki.sign_verbatim()

import hvac
client = hvac.Client ()

sign_verbatim_response = client.secrets.pki.sign_verbatim/(
name='myrole',
csr="..."
)
print ('Signed certificate: '.format (sign_verbatim_response))
Tidy

hvac.api.secrets_engines.pki.tidy ()

import hvac
client = hvac.Client ()

tidy_response = client.secrets.pki.tidy ()
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2.1.7 KV Secrets Engines

The hvac.api.secrets _engines.Kv instance under the Client class's kv attribute isa wrapper
to expose either version 1 (KvV1) or version 2 of the key/value secrets engines’ API methods (XvV2). At present, this
class defaults to version 2 when accessing methods on the instance.

Setting the Default KV Version

hvac.api.secrets_engines.KvVl.read secret ()

import hvac
client = hvac.Client ()

client.kv.default_kv_version = 1
client.kv.read_secret (path="hvac") # => calls hvac.api.secrets_engines.KvVl1.read
—secret

Explicitly Calling a KV Version Method

hvac.api.secrets_engines.KvV1l.1ist_secrets()

import hvac
client = hvac.Client ()

client.kv.vl.read_secret (path="hvac'")
client.kv.v2.read_secret_version (path="hvac")

Specific KV Version Usage

KV - Version 1

Note: Every method under the Kv class's vl attribute includes a mount_point parameter that can be used
to address the KvV1 secret engine under a custom mount path. E.g., If enabling the KvV1 secret engine using Vault’s
CLI commands via vault secrets enable -path=my-kvvi -version=1 kv”, the mount_point parameter in hvac. api.
secrets_engines.KvVI () methods would be set to “my-kvv1”.

Read a Secret

hvac.api.secrets_engines.KvVl.read_secret ()

import hvac
client = hvac.Client ()

# The following path corresponds, when combined with the mount point, to a full Vault_
—API route of "vl/secretz/hvac"

mount_point = 'secretz'
secret_path = 'hvac'
read_secret_result = client.secrets.kv.vl.read_secret (

(continues on next page)
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path=secret_path,

mount_point=mount_point,
)
print ('The "psst" key under the secret path ("/vl/secret/hvac") is: {psst}'.format (

psst=read_secret_result['data']['psst'],

))

List Secrets

hvac.api.secrets_engines.KvV1l.list_secrets()

import hvac
client = hvac.Client ()

list_secrets_result = client.secrets.kv.vl.list_secrets (path="hvac')
print ('The following keys found under the selected path ("/vl/secret/hvac"): {keys}'.
—format (

keys=",'.Jjoin(list_secrets_result['data']['keys']),

))

Create or Update a Secret

hvac.api.secrets_engines.KvVl.create_or_update_secret ()

import hvac
client = hvac.Client ()
hvac_secret = {
'psst': 'this is so secret yall',

client.secrets.kv.vl.create_or_update_secret (
path="hvac',
secret=hvac_secret,

read_secret_result = client.secrets.kv.vl.read_secret (
path="hvac',

)

print ('The "psst" key under the secret path ("/vl/secret/hvac") is: {psst}'.format (
psst=read_secret_result['data']['psst'],

))
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Delete a Secret

hvac.api.secrets_engines.KvVl.delete_secret ()

import hvac
client = hvac.Client ()

client.secrets.kv.vl.delete_secret (
path="hvac',

# The following will raise a :py:class: hvac.exceptions.InvalidPath' exception.
read_secret_result = client.secrets.kv.vl.read_secret (
path="hvac',

KV - Version 2

Note: Every method under the Kv class's vZ2 attribute includes a mount_point parameter that can be used
to address the KvV2 secret engine under a custom mount path. E.g., If enabling the KvV2 secret engine using Vault’s
CLI commands via vault secrets enable -path=my-kvv2 -version=2 kv”, the mount_point parameter in hvac.api.
secrets_engines.KvVZ2 () methods would be set to “my-kvv2”.

Configuration

hvac.api.secrets_engines.KvVZ2.configure ()

Setting the default max_versions for a key/value engine version 2 under a path of kv:

import hvac
client = hvac.Client ()

client.secrets.kv.v2.configure (
max_versions=20,
mount_point="kv',

Setting the default cas_required (check-and-set required) flag under the implicit default path of secret:

import hvac
client = hvac.Client ()

client.secrets.kv.v2.configure (
cas_required=True,
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Read Configuration

hvac.api.secrets_engines.KvV2.configure ()

Reading the configuration of a KV version 2 engine mounted under a path of kv:

import hvac
client = hvac.Client ()

kv_configuration = client.secrets.kv.v2.read_configuration (
mount_point="kv',

)

print ('Config under path "kv": max_versions set to "{max ver}"'.format (
max_ver=kv_configuration['data']['max_versions'],

))

print ('Config under path "kv": check-and-set require flag set to {cas}'.format (
cas=kv_configuration['data']['cas_required'],

))

Read Secret Versions

hvac.api.secrets_engines.KvV2.read_secret_version ()

Read the latest version of a given secret/path (“hvac”):

import hvac
client = hvac.Client ()

secret_version_response = client.secrets.kv.v2.read_secret_version(
path="hvac',
)

print ('Latest version of secret under path "hvac" contains the following keys: {data}/

— "' .format (
data=secret_version_response['data']['data'].keys (),

))

print ('Latest version of secret under path "hvac" created at: {date}'.format (
date=secret_version_response['data'] [ 'metadata']['created time'],

))

print ('Latest version of secret under path "hvac" is version #{ver}'.format (
ver=secret_version_response['data']['metadata']['version'],

))

Read specific version (1) of a given secret/path (‘“hvac”):

import hvac
client = hvac.Client ()

secret_version_response = client.secrets.kv.v2.read_secret_version(
path="hvac"',
version=1,

)

print ('Version 1 of secret under path "hvac" contains the following keys: {data}'
—format (
data=secret_version_response|'data']['data'].keys (),
))
print ('Version 1 of secret under path "hvac" created at: {date}'.format (

(continues on next page)

2.1. Secrets Engines 43




hvac, Release 0.10.11

(continued from previous page)

date=secret_version_response['data'] ['metadata']['created time'],

))

Create/Update Secret

hvac.api.secrets_engines.KvV2.create_or_update_secret ()

import hvac
client = hvac.Client ()

client.secrets.kv.v2.create_or_update_secret (
path="hvac',
secret=dict (pssst="'this is secret'),

cas parameter with an argument that doesn’t match the current version:

import hvac
client = hvac.Client ()

# Assuming a current version of "6" for the path "hvac" =>
client.secrets.kv.v2.create_or_update_secret (

path="hvac',

secret=dict (pssst="'this is secret'),

cas=5,
) # Raises hvac.exceptions.InvalidRequest

cas parameter set to 0 will only succeed if the path hasn’t already been written.

import hvac
client = hvac.Client ()

client.secrets.kv.v2.create_or_update_secret (
path="hvac',
secret=dict (pssst="'this is secret #1'),
cas=0,

client.secrets.kv.v2.create_or_update_secret (
path="hvac',
secret=dict (pssst="'this is secret #2'),
cas=0,

) # => Raises hvac.exceptions.InvalidRequest
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Patch Existing Secret

Method (similar to the Vault CLI command vault kv patch) to update an existing path. Either to add a new key/value
to the secret and/or update the value for an existing key. Raises an hvac.exceptions. InvalidRequest if the
path hasn’t been written to previously.

hvac.api.secrets_engines.KvV2.patch()

import hvac
client = hvac.Client ()

client.secrets.kv.v2.patch (
path="hvac',
secret=dict (pssst="'this is a patched secret'),

Delete Latest Version of Secret

hvac.api.secrets_engines.KvV2.delete_ latest_version_ of secret ()

import hvac
client = hvac.Client ()

client.secrets.kv.v2.delete_latest_version_of_ secret (
path=hvac,

Delete Secret Versions

hvac.api.secrets_engines.KvVZ2.delete_ secret_versions ()

Marking the first 3 versions of a secret deleted under path “hvac”:

import hvac
client = hvac.Client ()

client.secrets.kv.v2.delete_secret_versions (
path="hvac',
versions=[1, 2, 31,

Undelete Secret Versions

hvac.api.secrets_engines.KvV2.undelete_ secret_versions()

Marking the last 3 versions of a secret deleted under path “hvac” as “undeleted”:

import hvac
client = hvac.Client ()

hvac_path_metadata = client.secrets.kv.v2.read_secret_metadata (
path="hvac',

(continues on next page)
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oldest_version = hvac_path_metadatal['data']['oldest_version']

current_version = hvac_path_metadata['data']['current_version']
versions_to_undelete = range (max(oldest_version, current_version -

—version + 1)

client.secrets.kv.v2.undelete_secret_versions (
path="hvac',
versions=versions_to_undelete,

2), current_

Destroy Secret Versions

hvac.api.secrets_engines.KvV2.destroy_ secret_versions()

Destroying the first three versions of a secret under path ‘hvac’:

import hvac
client = hvac.Client ()

client.secrets.kv.v2.destroy_secret_versions (
path="hvac',
versions=[1, 2, 31,

List Secrets

hvac.api.secrets_engines.KvV2.1list_secrets ()

Listing secrets under the ‘hvac’ path prefix:

import hvac
client = hvac.Client ()

client.secrets.kv.v2.create_or_update_secret (
path='hvac/big-ole-secret"',
secret=dict (pssst='this is a large secret'),

client.secrets.kv.v2.create_or_update_secret (
path='hvac/lil-secret',
secret=dict (pssst='this secret... not so big'"),

list_response = client.secrets.kv.v2.list_secrets(
path="hvac',

print ('The following paths are available under "hvac" prefix:
keys="','.join(list_response['data']['keys']),

))

".format (
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Read Secret Metadata

hvac.api.secrets_engines.KvV2.read secret_metadata ()

import hvac
client = hvac.Client ()

hvac_path_metadata = client.secrets.kv.v2.read_secret_metadata (
path="hvac',

print ('Secret under path hvac is on version , with an oldest version of
N '.format (
cur_ver=hvac_path_metadata['data']['oldest_version'],
old_ver=hvac_path_metadata['data']['current_version'],

))

Update Metadata

hvac.api.secrets_engines.KvVZ2.update_metadata ()

Set max versions for a given path (“hvac”) to 3:

import hvac
client = hvac.Client ()

client.secrets.kv.v2.update_metadata (
path="hvac"',
max_versions=3,

Set cas (check-and-set) parameter as required for a given path (“hvac”):

import hvac
client = hvac.Client ()

client.secrets.kv.v2.update_metadata (
path="hvac',
cas_required=True,

Set “delete_version_after” value to 30 minutes for all new versions written to the “hvac” path / key:

import hvac
client = hvac.Client ()

client.secrets.kv.v2.update_metadata (
path="hvac',
delete_version_after="30m",
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Delete Metadata and All Versions

hvac.api.secrets_engines.KvV2.delete_metadata and all_versions ()

Delete all versions and metadata for a given path:

import hvac
client = hvac.Client ()

client.secrets.kv.v2.delete_metadata_and_all_versions (
path="hvac',
)

2.1.8 Transform

* Encode/Decode Example

* Create/Update Role

* Read Role

* List Roles

* Delete Role

* Create/Update Transformation

* Read Transformation

e List Transformations

* Delete Transformation

* Create/Update Template

* Read Template

* List Templates

* Delete Template

* Create/Update Alphabet

* Read Alphabet

* List Alphabets

* Delete Alphabet

* Create Or Update FPE Transformation
* Create Or Update Masking Transformation
* Create Or Update Tokenization Transformation
* Create Or Update Tokenization Store
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Retrieve Token Metadata

Snapshot Tokenization State

Restore Tokenization State

* Export Decoded Tokenization State

Rotate Tokenization Key

Update Tokenization Key Config

* List Tokenization Key Configuration

Read Tokenization Key Configuration

Trim Tokenization Key Version

Encode/Decode Example

hvac.api.secrets_engines.Transform.encode () hvac.api.secrets_engines.
Transform.decode ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

input_value = "1111-1111-1111-1111"

role_name = 'hvac-role'
transformation_name = 'hvac-fpe-credit-card'
transformations = [transformation_name]

# Create a role and a transformation
client.secrets.transform.create_or_update_role (
name=role_name,
transformations=transformations,
)
client.secrets.transform.create_or_update_transformation (
name=transformation_name,
transform_type='fpe',
template="'builtin/creditcardnumber’',
tweak_source='internal',
allowed_roles=[role_name],

# Use the role/transformation combination to encode a value
encode_response = client.secrets.transform.encode (
role_name=role_name,
value=input_value,
transformation=transformation_name,
)
o

print ('The encoded value is: ' % encode_response(['data'] ['encoded_value'])

# Use the role/transformation combination to decode a value

decode_response = client.secrets.transform.decode (
role_name=role_name,
value=encode_response['data'] ['encoded_value'],

transformation=transformation_name,

(continues on next page)
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)

print ('The decoded value is: %s' % decode_response['data']['decoded_value'])

The encoded value is:
The decoded value is: 1111-1111-1111-1111

Create/Update Role

hvac.api.secrets_engines.Transform.create_or_update_role ()

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

client.secrets.transform.create_or_update_role (
name='hvac-role',
transformations=[
'hvac-fpe-credit-card’,

i

Read Role

hvac.api.secrets_engines.Transform.read_role ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

role_name = 'hvac-role'
client.secrets.transform.create_or_update_role (
name=role_name,
transformations=|[
'hvac-fpe-credit-card',
]I
)
read_response = client.secrets.transform.read_role(
name=role_name,

)

print ('Role "{}" has the following transformations configured: {}'.format (
role_name,
', '".join(read_response(['data']['transformations']),

))

Role "hvac-role" has the following transformations configured: hvac-fpe-credit-card
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List Roles

hvac.api.secrets_engines.Transform.list_roles ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

client.secrets.transform.create_or_update_role (
name='hvac-role',
transformations=[
'hvac-fpe-credit-card',
1,
)

list_response = client.secrets.transform.list_roles/()
print ('List of transform role names: {}'.format (
', '".join(list_response(['data']['keys']),

))

List of transform role names: hvac-role

Delete Role

hvac.api.secrets_engines.Transform.delete _role ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

role_name = 'hvac-role'

# Create a role
client.secrets.transform.create_or_update_role (
name=role_name,
transformations=|
'hvac-fpe-credit-card',

1,

# Subsequently delete it...
client.secrets.transform.delete_role(
name=role_name,

Create/Update Transformation

hvac.api.secrets_engines.Transform.create_or_update_transformation ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

transformation_name = 'hvac-fpe-credit-card'
template = 'builtin/creditcardnumber'
client.secrets.transform.create_or_update_transformation (
name=transformation_name,
transform_type='fpe',

(continues on next page)
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template=template,

tweak_source='internal',

allowed_roles=][
'test-role'

1,

Read Transformation

hvac.api.secrets_engines.Transform.read _transformation ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

transformation_name = 'hvac-fpe-credit-card'
template = 'builtin/creditcardnumber'
client.secrets.transform.create_or_update_transformation (
name=transformation_name,
transform_type='fpe',
template=template,
tweak_source='internal',
allowed_roles=[
'hvac-role'
]I
)
read_response = client.secrets.transform.read_transformation (
name=transformation_name,

)

print ('Transformation "{}" has the following type configured: {}'.format (
transformation_name,
read_response(['data']['type'l],

))

Transformation "hvac-fpe-credit-card" has the following type configured: fpe

List Transformations

hvac.api.secrets_engines.Transform.list_transformations ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

transformation_name = 'hvac-fpe-credit-card'
template = 'builtin/creditcardnumber'
client.secrets.transform.create_or_update_transformation (

name=transformation_name,

transform_type='fpe',

template=template,

tweak_source='internal',

allowed_roles=[

'hvac-role'

1,

(continues on next page)
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list_response = client.secrets.transform.list_transformations ()
print ('List of transformations: {}'.format (
', '".join(list_response(['data']['keys']),

))

List of transformations: hvac-fpe-credit-card

Delete Transformation

hvac.api.secrets_engines.Transform.delete _transformation ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

transformation_name = 'hvac-fpe-credit-card'
template = 'builtin/creditcardnumber'

# Create a transformation
client.secrets.transform.create_or_update_transformation (

name=transformation_name,

transform_type='"fpe',

template=template,

tweak_source='internal',

allowed_roles=|

'hvac-role'

1,

# Subsequently delete it...
client.secrets.transform.delete_role(
name=role_name,

Create/Update Template

hvac.api.secrets_engines.Transform.create or_update_ template ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

template_name = 'hvac-template'
create_response = client.secrets.transform.create_or_update_template (
name=template_name,
template_type='regex',
pattern=" (\\d/9}) ",
alphabet="builtin/numeric',
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Read Template

hvac.api.secrets_engines.Transform.read template ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

template_name = 'hvac-template’
client.secrets.transform.create_or_update_template (
name=template_name,
template_type='regex',
pattern=' (\\d/92}) ",
alphabet="'builtin/numeric"',
)
read_response = client.secrets.transform.read_template (
name=template_name,
)
print ('Template "{}" has the following type configured: {}'.format (
template_name,
read_response(['data']['type'],

))

Template "hvac-template" has the following type configured: regex

List Templates

hvac.api.secrets_engines.Transform.list_templates()

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

template_name = 'hvac-template’
client.secrets.transform.create_or_update_template (
name=template_name,
template_type='regex',
pattern=" (\\d/9/))"',
alphabet="'builtin/numeric',

)

list_response = client.secrets.transform.list_templates|()
print ('List of templates: {}'.format (
', '".join(list_response(['data']['keys']),

))

List of templates: builtin/creditcardnumber, builtin/socialsecuritynumber, hvac-—
—template
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Delete Template

hvac.api.secrets_engines.Transform.delete_template ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

template_name = 'hvac-template’
client.secrets.transform.create_or_update_template (
name=template_name,
template_type='regex',
pattern=' (\\d/92}) ",
alphabet="'builtin/numeric"',

# Subsequently delete it...
client.secrets.transform.delete_template (
name=template_name,

Create/Update Alphabet

hvac.api.secrets_engines.Transform.create_or_update_alphabet ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

alphabet_name = 'hvac-alphabet'
alphabet_value = 'abc'
client.secrets.transform.create_or_update_alphabet (
name=alphabet_name,
alphabet=alphabet_value,

Read Alphabet

hvac.api.secrets_engines.Transform.read alphabet ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

alphabet_name = 'hvac-alphabet'
alphabet_value = 'abc'
client.secrets.transform.create_or_update_alphabet (
name=alphabet_name,
alphabet=alphabet_value,
)
read_response = client.secrets.transform.read_alphabet (
name=alphabet_name,

)

print ('Alphabet "{}" has this jazz: {}'.format (
alphabet_name,
read_response(['data'] ['alphabet'],

))
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Alphabet "hvac-alphabet" has this jazz: abc

List Alphabets

hvac.api.secrets_engines.Transform.l1list_alphabets ()

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

alphabet_name = 'hvac-alphabet'
alphabet_value = 'abc'
client.secrets.transform.create_or_update_alphabet (
name=alphabet_name,
alphabet=alphabet_value,
)

list_response = client.secrets.transform.list_alphabets()
print ('List of alphabets: {}'.format (
', '".join(list_response(['data']['keys']),
))
List of alphabets: builtin/alphalower, ..., hvac-alphabet

Delete Alphabet

hvac.api.secrets_engines.Transform.delete _alphabet ()

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

alphabet_name = 'hvac-alphabet'
alphabet_value = 'abc'

# Create an alphabet
client.secrets.transform.create_or_update_alphabet (
name=alphabet_name,
alphabet=alphabet_value,

# Subsequently delete it...
client.secrets.transform.delete_alphabet (
name=alphabet_name,
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Create Or Update FPE Transformation

hvac.api.secrets_engines.Transform.create_or_update_ fpe_transformation ()
Creates or update an FPE transformation with the given name.

If a transformation with the name does not exist, it will be created. If the transformation exists, it will be updated with
the new attributes.

Supported methods: POST: /{mount_point}/transformations/fpe/:name.
param name The name of the transformation to create or update. This is part of the request URL.
type name str

param template The template name to use for matching value on encode and decode operations when
using this transformation.

type template str

param tweak_source Specifies the source of where the tweak value comes from. Valid sources are:
supplied, generated, and internal.

type tweak_source str

param allowed_roles A list of allowed roles that this transformation can be assigned to. A role using this
transformation must exist in this list in order for encode and decode operations to properly function.

type allowed_roles list

param mount_point The “path” the method/backend was mounted on.
type mount_point str

return The response of the create_or_update_fpe_transformation request.

rtype requests.Response

Create Or Update Masking Transformation

hvac.api.secrets_engines.Transform.create_or_update_masking transformation ()

Creates or update a masking transformation with the given name. If a transformation with the name does not exist, it
will be created. If the transformation exists, it will be updated with the new attributes.

Supported methods: POST: /{mount_point}/transformations/masking/:name.
param name The name of the transformation to create or update. This is part of the request URL.
type name str

param template The template name to use for matching value on encode and decode operations when
using this transformation.

type template str

param masking_character The character to use for masking. If multiple characters are provided, only
the first one is used and the rest is ignored. Only used when the type is masking.

type masking_character str

param allowed_roles A list of allowed roles that this transformation can be assigned to. A role using this
transformation must exist in this list in order for encode and decode operations to properly function.

type allowed_roles list
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param mount_point The “path” the method/backend was mounted on.
type mount_point str
return The response of the create_or_update_masking_transformation request.

rtype requests.Response

Create Or Update Tokenization Transformation

hvac.api.secrets_engines.Transform.create_or_update_tokenization_transformation ()

This endpoint creates or updates a tokenization transformation with the given name. If a transformation with the name
does not exist, it will be created. If the transformation exists, it will be updated with the new attributes.

Supported methods: POST: /{mount_point}/transformations/tokenization/:name.
param max_ttl The maximum TTL of a token. If O or unspecified, tokens may have no expiration.
type max_ttl str
param mapping_mode Specifies the mapping mode for stored tokenization values.
* default is strongly recommended for highest security

* exportable exportable allows for all plaintexts to be decoded via the export-decoded endpoint
in an emergency.

type mapping_mode str

param allowed_roles aAlist of allowed roles that this transformation can be assigned to. A role using
this transformation must exist in this list in order for encode and decode operations to properly
function.

type allowed_roles list

param stores list of tokenization stores to use for tokenization state. Vault’s internal storage is used by
default.

type stores list

param mount_point The “path” the method/backend was mounted on.

type mount_point str

return The response of the create_or_update_tokenization_transformation request.

rtype requests.Response

Create Or Update Tokenization Store

hvac.api.secrets_engines.Transform.create or_update tokenization_store()

Create or update a storage configuration for use with tokenization. The database user configured here should only have
permission to SELECT, INSERT, and UPDATE rows in the tables.

Supported methods: POST: /{mount_point}/store/:name.
param name The name of the store to create or update.
type name str

param type Specifies the type of store. Currently only sql is supported.

type type str
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param driver Specifies the database driver to use, and thus which SQL database type. Currently the
supported options are postgres or mysql

type driver str

param supported_transformations The types of transformations this store can host. Currently only
tokenization is supported.

type supported_transformations list(str)

param connection_string database connection string with template slots for username and password that
Vault will use for locating and connecting to a database. Each database driver type has a different
syntax for its connection strings.

type connection_string str

param username username value to use when connecting to the database.

type username str

param password password value to use when connecting to the database.

type password str

param schema schema within the database to expect tokenization state tables.

type schema str

param max_open_connections maximum number of connections to the database at any given time.
type max_open_connections int

param max_idle_connections maximum number of idle connections to the database at any given time.
type max_idle_connections int

param max_connection_lifetime means no limit.

type max_connection_lifetime duration

param mount_point The “path” the method/backend was mounted on.

type mount_point str

return The response of the create_or_update_tokenization_store request.

rtype requests.Response

Encode

hvac.api.secrets_engines.Transform.encode ()
Encode the provided value using a named role.
Supported methods: POST: /{mount_point}/encode/:role_name.
param role_name the role name to use for this operation. This is specified as part of the URL.
type role_name str | unicode
param value the value to be encoded.
type value str | unicode

param transformation the transformation within the role that should be used for this encode operation.
If a single transformation exists for role, this parameter may be skipped and will be inferred. If
multiple transformations exist, one must be specified.
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type transformation str | unicode
param tweak the tweak source.
type tweak str | unicode

param batch_input a list of items to be encoded in a single batch. When this parameter is set, the
‘value’, ‘transformation’ and ‘tweak’ parameters are ignored. Instead, the aforementioned parame-
ters should be provided within each object in the list.

type batch_input list

param mount_point The “path” the secrets engine was mounted on.
type mount_point str | unicode

return The response of the encode request.

rtype requests.Response

Validate Token

hvac.api.secrets_engines.Transform.validate_ token /()
Determine if a provided tokenized value is valid and unexpired. Only valid for tokenization transformations.
Supported methods: POST: /{mount_point}/validate/:role_name.

param role_name the role name to use for this operation. This is specified as part of the URL.

type role_name str

param value the token for which to check validity.

type value str

param transformation the transformation within the role that should be used for this decode operation.
If a single transformation exists for role, this parameter may be skipped and will be inferred. If
multiple transformations exist, one must be specified.

type transformation str

param batch_input a list of items to be decoded in a single batch. When this parameter is set, the ‘value’
parameter is ignored. Instead, the aforementioned parameters should be provided within each object
in the list.

type batch_input list

param mount_point The “path” the method/backend was mounted on.
type mount_point str

return The response of the validate_token request.

rtype requests.Response
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Check Tokenization

hvac.api.secrets_engines.Transform.check_tokenization/()

Determine if a provided plaintext value has an valid, unexpired tokenized value. Note that this cannot return the token,
just confirm that a tokenized value exists. This endpoint is only valid for tokenization transformations.

Supported methods: POST: /{mount_point}/tokenized/:role_name.
param role_name the role name to use for this operation. This is specified as part of the URL.
type role_name str
param value the token to test for whether it has a valid tokenization.
type value str

param transformation the transformation within the role that should be used for this decode operation.
If a single transformation exists for role, this parameter may be skipped and will be inferred. If
multiple transformations exist, one must be specified.

type transformation str

param batch_input a list of items to be decoded in a single batch. When this parameter is set, the ‘value’
parameter is ignored. Instead, the aforementioned parameters should be provided within each object
in the list.

type batch_input list

param mount_point The “path” the method/backend was mounted on.
type mount_point str

return The response of the check_tokenization request.

rtype requests.Response

Retrieve Token Metadata

hvac.api.secrets _engines.Transform.retrieve token_metadata ()
This endpoint retrieves metadata for a tokenized value using a named role. Only valid for tokenization transformations.
Supported methods: POST: /{mount_point}/metadata/:role_name.

param role_name the role name to use for this operation. This is specified as part of the URL.

type role_name str

param value the token for which to retrieve metadata.

type value str

param transformation the transformation within the role that should be used for this decode operation.
If a single transformation exists for role, this parameter may be skipped and will be inferred. If
multiple transformations exist, one must be specified.

type transformation str

param batch_input a list of items to be decoded in a single batch. When this parameter is set, the ‘value’
parameter is ignored. Instead, the aforementioned parameters should be provided within each object
in the list.

type batch_input list

param mount_point The “path” the method/backend was mounted on.
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type mount_point str
return The response of the retrieve_token_metadata request.

rtype requests.Response

Snapshot Tokenization State

hvac.api.secrets_engines.Transform.snapshot_tokenization_state()

This endpoint starts or continues retrieving a snapshot of the stored state of a tokenization transform. This state is
protected as it is in the underlying store, and so is safe for storage or transport. Snapshots may be used for backup
purposes or to migrate from one store to another. If more than one store is configured for a tokenization transform, the
snapshot data contains the contents of the first store.

Supported methods: POST: /{mount_point}/transformations/tokenization/snapshot/:name.
param name the name of the transformation to snapshot.
type name str
param limit maximum number of tokenized value states to return on this call.
type limit int

param continuation absent or empty, a new snapshot is started. If present, the snapshot should continue
at the next available value.

type continuation str

param mount_point The “path” the method/backend was mounted on.
type mount_point str

return The response of the snapshot_tokenization_state request.

rtype requests.Response

Restore Tokenization State

hvac.api.secrets_engines.Transform.restore_tokenization_state()

This endpoint restores previously snapshotted tokenization state values to the underlying store(s) of a tokenization
transform. Calls to this endpoint are idempotent, so multiple outputs from a snapshot run can be applied via restore in
any order and duplicates will not cause a problem.

Supported methods: POST: /{mount_point}/transformations/tokenization/restore/:name.
param name the name of the transformation to restore.
type name str
param values number of tokenization state values from a previous snapshot call.
type values str
param mount_point The “path” the method/backend was mounted on.
type mount_point str
return The response of the restore_tokenization_state request.

rtype requests.Response
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Export Decoded Tokenization State

hvac.api.secrets_engines.Transform.export_decoded tokenization_state()

Start or continue retrieving an export of tokenization state, including the tokens and their decoded values. This call
is only supported on tokenization stores configured with the exportable mapping mode. Refer to the Tokenization
documentation for when to use the exportable mapping mode. Decoded values are in Base64 representation.

Supported methods: POST: /{mount_point}/transformations/tokenization/export-decoded/:name.
param name the name of the transformation to export.
type name str
param limit maximum number of tokenized value states to return on this call.
type limit int

param continuation absent or empty, a new export is started. If present, the export should continue at
the next available value.

type continuation str
param mount_point The “path” the method/backend was mounted on.
type mount_point str
return The response of the export_decoded_tokenization_state request.

rtype requests.Response

Rotate Tokenization Key

hvac.api.secrets_engines.Transform.rotate_tokenization_key ()
Rotate the version of the named key. After rotation, new requests will be encoded with the new version of the key.
Supported methods: POST: /{mount_point}/tokenization/keys/{ transform_name }/rotate.

param transform_name the transform name to use for this operation. This is specified as part of the
URL.

type transform_name str

param mount_point The “path” the method/backend was mounted on.
type mount_point str

return The response of the rotate_tokenization_key request.

rtype requests.Response

Update Tokenization Key Config

hvac.api.secrets_engines.Transform.update_tokenization_key_ _config/()
Allow the minimum key version to be set for decode operations. Only valid for tokenization transformations.
Supported methods: POST: /{mount_point}/tokenization/keys/{transform_name }/config.

param transform_name the transform name to use for this operation. This is specified as part of the
URL.

type transform_name str
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param min_decryption_version the minimum key version that vault can use to decode values for the
corresponding transform.

type min_decryption_version int

param mount_point The “path” the method/backend was mounted on.
type mount_point str

return The response of the update_tokenization_key_config request.

rtype requests.Response

List Tokenization Key Configuration

hvac.api.secrets_engines.Transform.list_tokenization key configuration()
List all tokenization keys. Only valid for tokenization transformations.
Supported methods: LIST: /{mount_point}/tokenization/keys/.

param mount_point The “path” the method/backend was mounted on.

type mount_point str

return The response of the list_tokenization_key_configuration request.

rtype requests.Response

Read Tokenization Key Configuration

hvac.api.secrets_engines.Transform.read tokenization key_configuration()
Read tokenization key configuration for a particular transform. Only valid for tokenization transformations.
Supported methods: GET: /{mount_point}/tokenization/keys/:{mount_point}_name.

param transform_name the transform name to use for this operation. This is specified as part of the
URL.

type transform_name str

param mount_point The “path” the method/backend was mounted on.
type mount_point str

return The response of the read_tokenization_key_configuration request.

rtype requests.Response

Trim Tokenization Key Version

hvac.api.secrets_engines.Transform.trim tokenization key_ version ()

Trim older key versions setting a minimum version for the keyring. Once trimmed, previous versions of the key cannot
be recovered.

Supported methods: POST: /{mount_point}/tokenization/keys/{transform_name }/trim.

param transform_name the transform name to use for this operation. This is specified as part of the
URL.

type transform_name str
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param min_available_version

type min_available_version int

param mount_point The “path” the method/backend was mounted on.
type mount_point str

return The response of the trim_tokenization_key_version request.

rtype requests.Response

2.1.9 Transit

* Create Key

* Read Key

» List Keys

* Delete Key

* Update Key Configuration
* Rotate Key

* Export Key

* Encrypt Data

* Decrypt Data

* Rewrap Data

* Generate Data Key

* Generate Random Bytes
* Hash Data

* Generate Hmac

e Sign Data

* Verify Signed Data

* Backup Key

* Restore Key

» Trim Key

Note: The following helper method is used various of the examples included here.

import sys

def base64ify (bytes_or_str):
"""Helper method to perform base64 encoding across Python 2.7 and Python 3.X"""
if sys.version_info[0] >= 3 and isinstance (bytes_or_str, str):
input_bytes = bytes_or_str.encode('utf8")

(continues on next page)
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else:
input_bytes = bytes_or_str

output_bytes = base64.urlsafe_bb6dencode (input_bytes)
if sys.version_info[0] >= 3:

return output_bytes.decode('ascii')
else:

return output_bytes

Create Key

Transit.create_key (name, convergent_encryption=None, derived=None, exportable=None, al-

low_plaintext_backup=None, key_type=None, mount_point="transit’)
Create a new named encryption key of the specified type.

The values set here cannot be changed after key creation.

Supported methods: POST: /{mount_point}/keys/{name}. Produces: 204 (empty body)

Parameters

* name (str | unicode) — Specifies the name of the encryption key to create. This is
specified as part of the URL.

* convergent_encryption (bool) — If enabled, the key will support convergent en-
cryption, where the same plaintext creates the same ciphertext. This requires derived to
be set to true. When enabled, each encryption(/decryption/rewrap/datakey) operation will
derive a nonce value rather than randomly generate it.

* derived (bool)— Specifies if key derivation is to be used. If enabled, all encrypt/decrypt
requests to this named key must provide a context which is used for key derivation.

* exportable (bool) — Enables keys to be exportable. This allows for all the valid keys
in the key ring to be exported. Once set, this cannot be disabled.

* allow_plaintext_backup (bool) — If set, enables taking backup of named key in
the plaintext format. Once set, this cannot be disabled.

* key_type (str | unicode) — Specifies the type of key to create. The currently-
supported types are:

— aes256-gcm96: AES-256 wrapped with GCM using a 96-bit nonce size AEAD

— chacha20-poly1305: ChaCha20-Poly1305 AEAD (symmetric, supports derivation and
convergent encryption)

— ed25519: ED25519 (asymmetric, supports derivation).

— ecdsa-p256: ECDSA using the P-256 elliptic curve (asymmetric)
— ecdsa-p384: ECDSA using the P-384 elliptic curve (asymmetric)
— ecdsa-p521: ECDSA using the P-521 elliptic curve (asymmetric)
— rsa-2048: RSA with bit size of 2048 (asymmetric)

— rsa-3072: RSA with bit size of 3072 (asymmetric)

— rsa-4096: RSA with bit size of 4096 (asymmetric)

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
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Returns The response of the request.

Return type requests.Response

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

client.secrets.transit.create_key (name="'hvac-key')

Read Key
Transit .read_key (name, mount_point="transit')
Read information about a named encryption key.

The keys object shows the creation time of each key version; the values are not the keys themselves. Depending
on the type of key, different information may be returned, e.g. an asymmetric key will return its public key in a
standard format for the type.

Supported methods: GET: /{mount_point}/keys/{name}. Produces: 200 application/json

Parameters

* name (str | unicode) — Specifies the name of the encryption key to read. This is
specified as part of the URL.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the read_key request.
Return type dict

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

read_key_response = client.secrets.transit.read_key (name='hvac-key')
latest_version = read_key_response['data']['latest_version']
print ('Latest version for key "hvac-key" is: '.format (ver=latest_version))

Example output:

Latest version for key "hvac-key" is: 1
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List Keys
Transit.list_keys (mount_point="transit')
List keys (if there are any).
Only the key names are returned (not the actual keys themselves).
An exception is thrown if there are no keys.
Supported methods: LIST: /{mount_point}/keys. Produces: 200 application/json
Parameters mount_point (str | unicode)— The “path” the method/backend was mounted
on.
Returns The JSON response of the request.
Return type dict

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

list_keys_response = client.secrets.transit.read_key (name="hvac-key')
keys = list_keys_response['data']['keys']
print ('Currently configured keys: '.format (keys=keys))

Example output:

Currently configured keys: {'1': ...}

Delete Key
Transit .delete_key (name, mount_point="transit’)
Delete a named encryption key.

It will no longer be possible to decrypt any data encrypted with the named key. Because this is a potentially
catastrophic operation, the deletion_allowed tunable must be set in the key’s /config endpoint.

Supported methods: DELETE: /{mount_point}/keys/{name}. Produces: 204 (empty body)

Parameters

* name (str | unicode) — Specifies the name of the encryption key to delete. This is
specified as part of the URL.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The response of the request.

Return type requests.Response
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Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

key_name = 'gonna-delete-this-key'

client.secrets.transit.create_key(
name=key_name,

)

# Update key subsequently to allow deletion...
client.secrets.transit.update_key_configuration/(
name=key_name,
deletion_allowed=True,

# Finally, delete the key
client.secrets.transit.delete_key (name=key_name)

Update Key Configuration

Transit.update_key configuration (name, min_decryption_version=None,
min_encryption_version=None, deletion_allowed=None,
exportable=None, allow_plaintext_backup=None,

mount_point="transit')
Tune configuration values for a given key.

These values are returned during a read operation on the named key.

Supported methods: POST: /{mount_point}/keys/{name}/config. Produces: 204 (empty body)

Parameters

* name (str | unicode)— Specifies the name of the encryption key to update configura-
tion for.

* min_decryption_version (int) — Specifies the minimum version of ciphertext al-
lowed to be decrypted. Adjusting this as part of a key rotation policy can prevent old
copies of ciphertext from being decrypted, should they fall into the wrong hands. For sig-
natures, this value controls the minimum version of signature that can be verified against.
For HMAC:s, this controls the minimum version of a key allowed to be used as the key for
verification.

* min_encryption_version (int)- Specifies the minimum version of the key that can
be used to encrypt plaintext, sign payloads, or generate HMACs. Must be 0 (which will use
the latest version) or a value greater or equal to min_decryption_version.

* deletion_allowed (bool) — Specifies if the key is allowed to be deleted.

* exportable (bool) — Enables keys to be exportable. This allows for all the valid keys
in the key ring to be exported. Once set, this cannot be disabled.

* allow_plaintext_backup (bool) — If set, enables taking backup of named key in
the plaintext format. Once set, this cannot be disabled.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.

Returns The response of the request.

2.1. Secrets Engines 69




hvac, Release 0.10.11

Return type requests.Response

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

# allow key "hvac—-key" to be exported in subsequent requests
client.secrets.transit.update_key_configuration (
name="hvac-key',
exportable=True,

Rotate Key
Transit.rotate_key (name, mount_point="transit’)
Rotate the version of the named key.

After rotation, new plaintext requests will be encrypted with the new version of the key. To upgrade ciphertext
to be encrypted with the latest version of the key, use the rewrap endpoint. This is only supported with keys that
support encryption and decryption operations.

Supported methods: POST: /{mount_point}/keys/{name }/rotate. Produces: 204 (empty body)

Parameters

* name (str | unicode)— Specifies the name of the key to read information about. This
is specified as part of the URL.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The response of the request.

Return type requests.Response

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")
client.secrets.transit.rotate_key (name="hvac-key')

Export Key

Transit .export_key (name, key_type, version=None, mount_point="transit")
Return the named key.

The keys object shows the value of the key for each version. If version is specified, the specific version will be
returned. If latest is provided as the version, the current key will be provided. Depending on the type of key,
different information may be returned. The key must be exportable to support this operation and the version
must still be valid.

Supported methods: GET: /{mount_point}/export/{key_type}/{name}(/{version}). Produces: 200 applica-
tion/json
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Parameters

* name (str | unicode)— Specifies the name of the key to read information about. This
is specified as part of the URL.

* key_type (str | unicode)- Specifies the type of the key to export. This is specified
as part of the URL. Valid values are: encryption-key signing-key hmac-key

* version (str | unicode) — Specifies the version of the key to read. If omitted, all
versions of the key will be returned. If the version is set to latest, the current key will be
returned.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.

Return type dict

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")
export_key_response = client.secrets.transit.export_key (
name="hvac-key"',
key_type="'hmac-key',
)

print ('Exported keys: ' % export_key_response['data']['keys'])

Example output:

Exported keys: {...}

Encrypt Data

Transit.encrypt_data (name, plaintext, context=None, key_version=None, nonce=None,
batch_input=None, type=None, convergent_encryption=None,

mount_point="transit’)
Encrypt the provided plaintext using the named key.

This path supports the create and update policy capabilities as follows: if the user has the create capability for
this endpoint in their policies, and the key does not exist, it will be upserted with default values (whether the
key requires derivation depends on whether the context parameter is empty or not). If the user only has update
capability and the key does not exist, an error will be returned.

Supported methods: POST: /{mount_point}/encrypt/{name}. Produces: 200 application/json

Parameters

* name (str | unicode)— Specifies the name of the encryption key to encrypt against.
This is specified as part of the URL.

* plaintext (str | unicode)— Specifies base64 encoded plaintext to be encoded.

* context (str | unicode)— Specifies the base64 encoded context for key derivation.
This is required if key derivation is enabled for this key.
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* key_version (int) — Specifies the version of the key to use for encryption. If not set,
uses the latest version. Must be greater than or equal to the key’s min_encryption_version,
if set.

* nonce (str | unicode) — Specifies the base64 encoded nonce value. This must be
provided if convergent encryption is enabled for this key and the key was generated with
Vault 0.6.1. Not required for keys created in 0.6.2+. The value must be exactly 96 bits
(12 bytes) long and the user must ensure that for any given context (and thus, any given
encryption key) this nonce value is never reused.

* batch_input (List[dict]) — Specifies a list of items to be encrypted in a single
batch. When this parameter is set, if the parameters ‘plaintext’, ‘context’ and ‘nonce’ are
also set, they will be ignored. The format for the input is: [dict(context="b64_context”,
plaintext="b64_plaintext”), ... ]

* type (str | unicode) - This parameter is required when encryption key is expected
to be created. When performing an upsert operation, the type of key to create.

* convergent_encryption (str | unicode) — This parameter will only be used
when a key is expected to be created. Whether to support convergent encryption. This is
only supported when using a key with key derivation enabled and will require all requests
to carry both a context and 96-bit (12-byte) nonce. The given nonce will be used in place
of a randomly generated nonce. As a result, when the same context and nonce are supplied,
the same ciphertext is generated. It is very important when using this mode that you ensure
that all nonces are unique for a given context. Failing to do so will severely impact the
ciphertext’s security.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict

Examples

import base64
import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

encrypt_data_response = client.secrets.transit.encrypt_data(
name="hvac-key"',
plaintext=base64ify('hi its me hvac'.encode()),
)
ciphertext = encrypt_data_response['data']['ciphertext']
print ('Encrypted plaintext ciphertext is: '.format (cipher=ciphertext))

Example output:

Encrypted plaintext ciphertext is: wvault:...
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Decrypt Data

Transit.decrypt_data (name, ciphertext, context=None, nonce=None, batch_input=None,
mount_point="transit’)
Decrypt the provided ciphertext using the named key.

Supported methods: POST: /{mount_point}/decrypt/{name}. Produces: 200 application/json

Parameters

* name (str | unicode)— Specifies the name of the encryption key to decrypt against.
This is specified as part of the URL.

* ciphertext (str | unicode) — the ciphertext to decrypt.

* context (str | unicode) - Specifies the base64 encoded context for key derivation.
This is required if key derivation is enabled.

* nonce (str | unicode) — Specifies a base64 encoded nonce value used during en-
cryption. Must be provided if convergent encryption is enabled for this key and the key was
generated with Vault 0.6.1. Not required for keys created in 0.6.2+.

* batch_input (List [dict])— Specifies alist of items to be decrypted in a single batch.
When this parameter is set, if the parameters ‘ciphertext’, ‘context’ and ‘nonce’ are also set,
they will be ignored. Format for the input goes like this: [dict(context="b64_context”,
ciphertext="b64_plaintext”), ... ]

* mount_point (str | unicode) - The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

decrypt_data_response = client.secrets.transit.decrypt_data(
name="hvac-key"',
ciphertext=ciphertext,
)
plaintext = decrypt_data_response['data']['plaintext']
print ('Decrypted plaintext is: '.format (text=plaintext))

Example output:

Decrypted plaintext is:
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Rewrap Data

Transit.rewrap_data (name, ciphertext, context=None, key_version=None, nonce=None,
batch_input=None, mount_point="transit")
Rewrap the provided ciphertext using the latest version of the named key.

Because this never returns plaintext, it is possible to delegate this functionality to untrusted users or scripts.

Supported methods: POST: /{mount_point}/rewrap/{name}. Produces: 200 application/json

Parameters

* name (str | unicode)-— Specifies the name of the encryption key to re-encrypt against.
This is specified as part of the URL.

* ciphertext (str | unicode) - Specifies the ciphertext to re-encrypt.

* context (str | unicode) - Specifies the base64 encoded context for key derivation.
This is required if key derivation is enabled.

* key_version (int) - Specifies the version of the key to use for the operation. If not set,
uses the latest version. Must be greater than or equal to the key’s min_encryption_version,
if set.

* nonce (str | unicode) — Specifies a base64 encoded nonce value used during en-
cryption. Must be provided if convergent encryption is enabled for this key and the key was
generated with Vault 0.6.1. Not required for keys created in 0.6.2+.

* batch_input (List [dict])- Specifies alist of items to be decrypted in a single batch.
When this parameter is set, if the parameters ‘ciphertext’, ‘context’ and ‘nonce’ are also set,
they will be ignored. Format for the input goes like this: [dict(context="b64_context”,
ciphertext="b64_plaintext”), ... ]

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

encrypt_data_response = client.secrets.transit.rewrap_data(
name='hvac-key"',
ciphertext=ciphertext,
)
rewrapped_ciphertext = encrypt_data_response['data']['ciphertext']
print ('Rewrapped ciphertext is: '.format (cipher=rewrapped_ciphertext))

Example output:

Rewrapped ciphertext is: vault:...

74 Chapter 2. Usage




hvac, Release 0.10.11

Generate Data Key

Transit.generate_data_key (name, key_type, context=None, nonce=None, bits=None,
mount_point="transit')
Generates a new high-entropy key and the value encrypted with the named key.

Optionally return the plaintext of the key as well. Whether plaintext is returned depends on the path; as a result,
you can use Vault ACL policies to control whether a user is allowed to retrieve the plaintext value of a key. This
is useful if you want an untrusted user or operation to generate keys that are then made available to trusted users.

Supported methods: POST: /{mount_point}/datakey/{key_type}/{name}. Produces: 200 application/json

Parameters

* name (str | unicode)- Specifies the name of the encryption key to use to encrypt the
datakey. This is specified as part of the URL.

* key_type (str | unicode) — Specifies the type of key to generate. If plaintext, the
plaintext key will be returned along with the ciphertext. If wrapped, only the ciphertext
value will be returned. This is specified as part of the URL.

* context (str | unicode) — Specifies the key derivation context, provided as a
base64-encoded string. This must be provided if derivation is enabled.

* nonce (str | unicode)— Specifies a nonce value, provided as base64 encoded. Must
be provided if convergent encryption is enabled for this key and the key was generated with
Vault 0.6.1. Not required for keys created in 0.6.2+. The value must be exactly 96 bits
(12 bytes) long and the user must ensure that for any given context (and thus, any given
encryption key) this nonce value is never reused.

* bits (int) — Specifies the number of bits in the desired key. Can be 128, 256, or 512.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")
gen_key_response = client.secrets.transit.generate_data_key(
name="hvac-key"',
key_type='plaintext',
)
ciphertext = gen_key_response['data']['ciphertext']
print ('Generated data key ciphertext is: '.format (cipher=ciphertext))

Example output:

Generated data key ciphertext is: vault:...
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Generate Random Bytes

Transit.generate_random_bytes (n_bytes=None, output_format=None, mount_point="transit")
Return high-quality random bytes of the specified length.
Supported methods: POST: /{mount_point}/random(/{bytes}). Produces: 200 application/json

Parameters

* n_bytes (int) — Specifies the number of bytes to return. This value can be specified
either in the request body, or as a part of the URL.

* output_format (str | unicode)- Specifies the output encoding. Valid options are
hex or base64.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

gen_bytes_response = client.secrets.transit.generate_random_bytes (n_bytes=32)
random_bytes = gen_bytes_response['data']['random_bytes']
print ('Here are some random bytes: '.format (bytes=random_bytes))

Example output:

Here are some random bytes:

Hash Data
Transit.hash_data (hash_input, algorithm=None, output_format=None, mount_point="transit')
Return the cryptographic hash of given data using the specified algorithm.

Supported methods: POST: /{mount_point}/hash(/{algorithm}). Produces: 200 application/json

Parameters
* hash_input (str | unicode)— Specifies the base64 encoded input data.

* algorithm (str | unicode) — Specifies the hash algorithm to use. This can also
be specified as part of the URL. Currently-supported algorithms are: sha2-224, sha2-256,
sha2-384, sha2-512

* output_format (str | unicode)- Specifies the output encoding. This can be either
hex or base64.

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict
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Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

hash_data_response = client.secrets.transit.hash_data/(
hash_input=base64ify('hi its me hvac'),
algorithm="'sha2-256",

)

sum = hash_data_response['data']['sum']

print ('Hashed data is: '.format (sum=sum) )

Example output:

Hashed data is:

Generate Hmac

Transit .generate_hmac (name, hash_input, key_version=None, algorithm=None,
mount_point="transit')
Return the digest of given data using the specified hash algorithm and the named key.

The key can be of any type supported by transit; the raw key will be marshaled into bytes to be used for the
HMAC function. If the key is of a type that supports rotation, the latest (current) version will be used.

Supported methods: POST: /{mount_point}/hmac/{name}(/{algorithm}). Produces: 200 application/json

Parameters

* name (str | unicode) — Specifies the name of the encryption key to generate hmac
against. This is specified as part of the URL.

* hash_input — Specifies the base64 encoded input data.

* key_version (int) - Specifies the version of the key to use for the operation. If not set,
uses the latest version. Must be greater than or equal to the key’s min_encryption_version,
if set.

* algorithm (str | unicode) — Specifies the hash algorithm to use. This can also
be specified as part of the URL. Currently-supported algorithms are: sha2-224, sha2-256,
sha2-384, sha2-512

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict
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Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

generate_hmac_response = client.secrets.transit.generate_hmac (
name="hvac-key"',
hash_input=base64ify('hi its me hvac'),
algorithm="'sha2-256",

)

hmac = generate_hmac_response['data']

print ("HMAC'd data is: ".format (hmac=hmac))

Example output:

HMAC'd data is: {'hmac': 'vault:...'}

Sign Data

Transit.sign_data (name, hash_input, key_version=None, hash_algorithm=None, context=None,
prehashed=None, signature_algorithm=None, marshaling_algorithm=None,

mount_point="transit")
Return the cryptographic signature of the given data using the named key and the specified hash algorithm.

The key must be of a type that supports signing.

Supported methods: POST: /{mount_point}/sign/{name}(/{hash_algorithm}). = Produces: 200 applica-
tion/json

Parameters

* name (str | unicode)— Specifies the name of the encryption key to use for signing.
This is specified as part of the URL.

* hash input (str | unicode) - Specifies the base64 encoded input data.

* key_version (int) — Specifies the version of the key to use for signing. If not set, uses
the latest version. Must be greater than or equal to the key’s min_encryption_version, if set.

* hash_algorithm (str | unicode) — Specifies the hash algorithm to use for sup-
porting key types (notably, not including ed25519 which specifies its own hash algorithm).
This can also be specified as part of the URL. Currently-supported algorithms are: sha2-224,
sha2-256, sha2-384, sha2-512

* context (str | unicode)— Base64 encoded context for key derivation. Required if
key derivation is enabled; currently only available with ed25519 keys.

* prehashed (bool) — Set to true when the input is already hashed. If the key type is
rsa-2048 or rsa-4096, then the algorithm used to hash the input should be indicated by the
hash_algorithm parameter. Just as the value to sign should be the base64-encoded represen-
tation of the exact binary data you want signed, when set, input is expected to be base64-
encoded binary hashed data, not hex-formatted. (As an example, on the command line, you
could generate a suitable input via openssl dgst -sha256 -binary | base64.)

* signature_algorithm (str | unicode) — When using a RSA key, specifies the
RSA signature algorithm to use for signing. Supported signature types are: pss, pkcslvls
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* marshaling_algorithm(str | unicode)— Specifies the way in which the signa-
ture should be marshaled. This currently only applies to ECDSA keys. Supported types are:
asnl, jws

* mount_point (str | unicode)- The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict

Examples

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

key_name = 'hvac-signing-key'

# Note: some key types do no support signing...
# E.g., "key type aes256-gcm96 does not support verification"
client.secrets.transit.create_key (

name=key_name,
key_type='ed25519",

sign_data_response = client.secrets.transit.sign_data/(

)

name=key_name,
hash_input=base64ify('hi its me hvac'),

signature = sign_data_response(['data']['signature']
print ('Signature is: '.format (signature=signature))

Example output:

Signature is: wvault:...

Verify Signed Data

Transit.verify_ signed_data (name, hash_input, signature=None, hmac=None,
hash_algorithm=None, context=None, prehashed=None,
signature_algorithm=None, marshaling_algorithm=None,

mount_point="transit')
Return whether the provided signature is valid for the given data.

Supported methods: POST: /{mount_point}/verify/{name}(/{hash_algorithm}). Produces: 200 applica-
tion/json
Parameters

* name (str | unicode) — Specifies the name of the encryption key that was used to
generate the signature or HMAC.

* hash_input - Specifies the base64 encoded input data.

* signature (str | unicode) — Specifies the signature output from the /transit/sign
function. Either this must be supplied or hmac must be supplied.

* hmac (str | unicode)- Specifies the signature output from the /transit/hmac function.
Either this must be supplied or signature must be supplied.
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* hash_algorithm (str | unicode)— Specifies the hash algorithm to use. This can
also be specified as part of the URL. Currently-supported algorithms are: sha2-224, sha2-
256, sha2-384, sha2-512

* context (str | unicode)— Base64 encoded context for key derivation. Required if
key derivation is enabled; currently only available with ed25519 keys.

prehashed (bool) — Set to true when the input is already hashed. If the key type is
rsa-2048 or rsa-4096, then the algorithm used to hash the input should be indicated by the
hash_algorithm parameter.

* signature_algorithm (str | unicode) — When using a RSA key, specifies the
RSA signature algorithm to use for signature verification. Supported signature types are:
pss, pkeslvls

* marshaling algorithm(str | unicode)- Specifies the way in which the signa-
ture should be marshaled. This currently only applies to ECDSA keys. Supported types are:
asnl, jws

* mount_point (str | unicode) - The “path” the method/backend was mounted on.
Returns The JSON response of the request.
Return type dict

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

verify_signed_data_response = client.secrets.transit.verify_signed_data(
name='hvac-signing-key',
hash_input=base64ify('hi its me hvac'),
signature=signature,
)
valid = verify_signed_data_response['data']['valid']
print ('Signature is wvalid?: '.format (valid=valid))

Example output:

Signature is wvalid?: True

Backup Key
Transit .backup_key (name, mount_point="transit’)
Return a plaintext backup of a named key.

The backup contains all the configuration data and keys of all the versions along with the HMAC key. The
response from this endpoint can be used with the /restore endpoint to restore the key.

Supported methods: GET: /{mount_point}/backup/{name}. Produces: 200 application/json

Parameters
* name (str | unicode)— Name of the key.
* mount_point (str | unicode)— The “path” the method/backend was mounted on.

Returns The JSON response of the request.
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Return type dict

Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

key_name = 'hvac-key'

# Update the key configuration to allow exporting
client.secrets.transit.update_key_configuration/(
name=key_name,
exportable=True,
allow_plaintext_backup=True,

backup_key_response = client.secrets.transit.backup_key (
name=key_name,

)

backed_up_key = backup_key_response['data'] [ 'backup']

o

print ('Backed up key: ' % backed_up_key)

Example output:

Backed up key:

Restore Key
Transit.restore_key (backup, name=None, force=None, mount_point="transit")
Restore the backup as a named key.

This will restore the key configurations and all the versions of the named key along with HMAC keys. The input
to this endpoint should be the output of /backup endpoint. For safety, by default the backend will refuse to restore
to an existing key. If you want to reuse a key name, it is recommended you delete the key before restoring. It is
a good idea to attempt restoring to a different key name first to verify that the operation successfully completes.

Supported methods: POST: /{mount_point}/restore(/name). Produces: 204 (empty body)

Parameters

* backup (str | unicode) — Backed up key data to be restored. This should be the
output from the /backup endpoint.

* name (str | unicode)— If set, this will be the name of the restored key.

force (bool) — If set, force the restore to proceed even if a key by this name already
exists.

* mount_point (str | unicode) - The “path” the method/backend was mounted on.
Returns The response of the request.

Return type requests.Response
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Examples

import hvac
client = hvac.Client (url='https://127.0.0.1:8200")

client.secrets.transit.update_key_configuration (
name=key_name,
deletion_allowed=True,

)

delete_resp = client.secrets.transit.delete_key (name=key_name)

# Restore a key after deletion
client.secrets.transit.restore_key (backup=backed_up_key)

Trim Key

Transit.trim key (name, min_version, mount_point="transit')
Trims older key versions setting a minimum version for the keyring.
Once trimmed, previous versions of the key cannot be recovered.

Supported methods: POST: /{mount_point}/keys/{name }/trim. Produces: 200 application/json

Parameters
* name (str | unicode)— Specifies the name of the key to be trimmed.

* min_version (int) — The minimum version for the key ring. All versions before this
version will be permanently deleted. This value can at most be equal to the lesser of
min_decryption_version and min_encryption_version. This is not allowed to be set when
either min_encryption_version or min_decryption_version is set to zero.

* mount_point (str | unicode)— The “path” the method/backend was mounted on.
Returns The response of the request.

Return type dict

Examples

Note: Transit key trimming was added for Vault versions >=0.11.4.

import hvac
client = hvac.Client (url="https://127.0.0.1:8200")

key_name = 'hvac-key'

for _ in range (0, 10):
# Rotate the key a bunch...
client.secrets.transit.rotate_key(
name=key_name,

(continues on next page)
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(continued from previous page)

# Set a minimum encryption version
client.secrets.transit.update_key_configuration (
name=key_name,
min_decryption_version=3,
min_encryption_version=5,

# Trim any unneeded versions remaining of the key...
client.secrets.transit.trim_key (

name="hvac-key',

min_version=3,

2.2 Auth Methods

2.2.1 Approle

Contents

* Approle
— Enabling

— Authentication

Create or Update AppRole
Read Role ID

Generate Secret ID

Enabling

hvac.api.system backend.Auth.enable_auth_method()

import hvac
client = hvac.Client ()

client.sys.enable_auth_method(
method_type='approle',

# Mount approle auth method under a different path:
client.sys.enable_auth_method (
method_type='approle',
path="my-approle',
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Authentication

hvac.api.auth_methods.AppRole.login ()

import hvac
client = hvac.Client ()

client.auth.approle.login (
role_id='<some_role_id>",
secret_id='<some_secret_id>",

Create or Update AppRole

hvac.api.auth_methods.AppRole.create_or_update_approle()

import hvac
client = hvac.Client ()

client.auth.approle.create_or_update_approle (
role_name='some-role',
token_policies=['some-policy'],
token_type='service,

Read Role ID

hvac.api.auth _methods.AppRole.read _role id/()

import hvac
client = hvac.Client ()

resp = client.auth.approle.read_role_id(
role_name='some-role',

)

print (f'AppRole role ID for some-role: {resp["data"]["role_id"]}")

Generate Secret ID

hvac.api.auth _methods.AppRole.generate_secret_id()

import hvac
client = hvac.Client ()

resp = client.auth.approle.generate_secret_id(
role_name='some-role',
cidr_list=['127.0.0.1/32"'1,

)

print (f'AppRole secret ID for some-role: {resp["data"]["role_id"]}")
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2.2.2 AWS

Contents

« AWS
— IAM Authentication
* Static Access Key Strings
* Boto3 Session
x EC2 Metadata Service
* Lambda and/or EC2 Instance
* Caveats For Non-Default AWS Regions
— EC2 Authentication
* EC2 Metadata Service
— Methods
* Configure
* Read Config
* Delete Config
+ Configure Identity Integration
* Read Ildentity Integration
x Create Certificate Configuration
* Read Certificate Configuration
* Delete Certificate Configuration
+ List Certificate Configurations
* Create Sts Role
* Read Sts Role
* List Sts Roles
% Delete Sts Role
* Configure Identity Whitelist Tidy
* Read Identity Whitelist Tidy
+ Delete Identity Whitelist Tidy
x Configure Role Tag Blacklist Tidy
* Read Role Tag Blacklist Tidy
# Delete Role Tag Blacklist Tidy
* Create Role

#* Read Role

* List Roles
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% Delete Role

* Create Role Tags

* [AM Login

* EC2 Login

% Place Role Tags In Blacklist
* Read Role Tag Blacklist
* List Blacklist Tags

x Delete Blacklist Tags

* Tidy Blacklist Tags

* Read Identity Whitelist
* List Identity Whitelist

x Delete Identity Whitelist Entries

= Tidy Identity Whitelist Entries

IAM Authentication

Source reference: hvac.api.auth _methods.Aws.iam login ()

Static Access Key Strings

Various examples of authenticating with static access key strings:

import hvac
client = hvac.Client ()

client.auth.aws.iam_login ('MY_AWS_ACCESS_KEY_ ID',
client.auth.aws.iam_login ('MY_AWS_ACCESS_KEY_ ID',
—+SESSION_TOKEN')

client.auth.aws.iam_login ('MY_AWS_ACCESS_KEY_ ID',
— 'MY_ROLE")

'"MY_AWS_SECRET_ACCESS_KEY')
'MY_AWS_SECRET_ACCESS_KEY', 'MY_ AWS_

'"MY_AWS_SECRET ACCESS_KEY', role=

Boto3 Session

Retrieving credentials from a boto3 Session object:

import boto3
import hvac

session = boto3.Session|()
credentials = session.get_credentials()

client = hvac.Client ()
client.auth.aws.iam_login (credentials.access_key,
—token)

credentials.secret_key, credentials.
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EC2 Metadata Service

Retrieving static instance role credentials within an EC2 instnace using the EC2 metadata service (the EC2 auth method
is probably a better fit for this case, which is outlined below under EC2 Authentication):

import logging

import requests

from requests.exceptions import RequestException
import hvac

logger = logging.getLogger (__name_ )
EC2_METADATA_URL_BASE = 'http://169.254.169.254"

def load_aws_ec2_role_iam credentials (role_name, metadata_url_base=EC2_METADATA_URL_
—BASE) :
wn
Requests an ec2 instance's IAM security credentials from the EC2 metadata service.
:param role_name: Name of the instance's role.
:param metadata_url_base: IP address for the EC2 metadata service.
:return: dict, unmarshalled JSON response of the instance's security credentials
mmwn
metadata_pkcs7_url = '{base}/latest/meta-data/iam/security-credentials/{role}".
—format (
base=metadata_url_base,
role=role_name,
)
logger.debug ("load_aws_ec2_role_iam credentials connecting to
—pkcs7_url)
response = requests.get (url=metadata_pkcs7_url)
response.raise_for_status()
security_credentials = response.json()
return security_credentials

2s" % metadata_

credentials = load_aws_ec2_role_iam credentials ('some-instance-role')

client = hvac.Client ()
client.auth.aws.iam login(credentials['AccessKeyId'], credentials['SecretAccessKey'],
—credentials['Token'])

Lambda and/or EC2 Instance

import os
import hvac

def infer_credentials_from_iam_role (iam_role) :

on_lambda = 'AWS_LAMBDA_FUNCTION_NAME' in os.environ
if on_lambda:
return os.environ['AWS_ACCESS_KEY ID'], os.environ['AWS_SECRET_ACCESS_KEY'],
—os.environ["'AWS SESSION_TOKEN']
else:
security_credentials = load_aws_ec2_role_iam_ credentials (iam_role)
return security_credentials|['AccessKeyId'], security_credentials]|

—'SecretAccessKey']

(continues on next page)
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access_key_1id, secret_access_key, session_token = infer_ credentials_from_iam_role (
—'some-role')

client = hvac.Client ()
client.auth.aws.iam_login (access_key_id, secret_access_key, session_token)

Caveats For Non-Default AWS Regions

Le., calling hvac.api.auth_methods.Aws.iam_login () with a region argument other than its default of
“us-east-1". For additional background / context on this matter, see the comments at hvac#251 and/or vault-ruby#161.

The following code snippets are for authenticating hosts in the us-west-1 region:

Note: In order to authenticate to various regions, the AWS auth method configuration needs to be set up with an
“endpoint URL” corresponding to the region in question. E.g.: “https://sts.us-west-1.amazonaws.com” in the case
of this example. Vault defaults to an endpoint of “https://sts.amazonaws.com” if not configured with a different
endpoint URL.

import boto3
import hvac

VAULT_ADDR = os.environ["VAULT_ADDR"]
VAULT_HEADER_VALUE = os.environ["VAULT_HEADER_VALUE"]

client = hvac.Client (url=VAULT_ADDR)

# One-time setup of the credentials / configuration for the Vault server to use.
# Note the explicit region subdomain bit included in the endpoint argument.
client.auth.aws.configure (
access_key='SOME_ACCESS_KEY_FOR_VAULTS_USE',
secret_key='SOME_ACCESS_KEY_FOR_VAULTS_USE',
endpoint="https://sts.us-west-1.amazonaws.com',

session = boto3.Session|()
creds = session.get_credentials () .get_frozen_credentials()
client.auth.aws.iam_login ((
access_key=creds.access_key,
secret_key=creds.secret_key,
session_token=creds.token,
header_value=VAULT_HEADER_VALUE,
role="'some-role,
use_token=True,
region='us-west-1"',

88 Chapter 2. Usage



https://github.com/hvac/hvac/issues/251
https://github.com/hashicorp/vault-ruby/pull/161#issuecomment-355723269

hvac, Release 0.10.11

EC2 Authentication

Source reference: hvac.api.auth _methods.Aws.ec2_login ()

EC2 Metadata Service

Authentication using EC2 instance role credentials and the EC2 metadata service

#!/usr/bin/env python
import logging.handlers
import os

import hvac
import requests
from requests.exceptions import RequestException

logger = logging.getLogger (__name_ )

VAULT_URL = os.getenv ('VAULT_ADDR', 'https://127.0.0.1:8200")

VAULT_CERTS = ('/etc/vault.d/ssl/bundle.crt', '/etc/vault.d/ssl/vault.key')
TOKEN_NONCE_PATH = os.getenv ('WP_VAULT_TOKEN_NONCE_PATH', '/root/.vault-token-meta—
—nonce')

EC2_METADATA_URL_BASE = 'http://169.254.169.254"

def load_aws_ec2_pkcs7_string(metadata_url_base=EC2_METADATA_URL_BASE) :

mmwn

Requests an ec2 instance's pkcs7-encoded identity document from the EC2 metadata,,
—service.

:param metadata_url_base: IP address for the EC2 metadata service.

:return: string, pkcs7-encoded identity document from the EC2 metadata service

mmn

metadata_pkcs7_url = '{base}/latest/dynamic/instance-identity/pkcs7'.

— format (base=metadata_url_base)
logger.debug ("load_aws_ec2_pkcsT7_string connecting to 2s" % metadata_pkcs7_url)
response = requests.get (url=metadata_pkcs7_url)

response.raise_for_status()
pcks7 = response.text.replace('\n', '")

return pcks7

def load_aws_ec2_nonce_from_disk (token_nonce_path=TOKEN_NONCE_PATH) :

mmwn

Helper method to load a previously stored "token_meta_nonce" returned in the

initial authorization AWS EC2 request from the current instance to our Vault
—service.

:param token _nonce_path: string, the full filesystem path to a file containing,,
—the instance's

token meta nonce.

:return: string, a previously stored "token_meta nonce"

mmwn

logger.debug ("Attempting to load vault token meta nonce from path: %s" % token_
—nonce_path)

(continues on next page)
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try:

with open (token_nonce_path, 'rb') as nonce_file:

nonce = nonce_file.readline ()

except IOError:

logger.warning ("Unable to load vault token meta nonce at path: 2s" % token_

—nonce_path)

nonce = None
logger.debug ("Nonce loaded: 5s" % nonce)
return nonce

def write_aws_ec2_nonce_to_disk (token_meta_nonce, token_nonce_path=TOKEN_NONCE_PATH) :
Helper method to store the current "token _meta_nonce" returned from authorization,
—AWS EC2 request
from the current instance to our Vault service.
:return: string, a previously stored "token_meta_nonce"
:param token_meta_nonce: string, the actual nonce
:param token _nonce_path: string, the full filesystem path to a file containing,,
—the instance's
token meta nonce.
:return: None
mmn
logger.debug ('Writing nonce "{0}" to file "{1)".'.format (token_meta_nonce, token_
—nonce_path))
with open (token_nonce_path, 'w') as nonce_file:
nonce_file.write (token_meta_nonce)

def auth_ec2 (vault_client, pkcs7=None, nonce=None, role=None, mount_point='aws',
—store_nonce=True) :
mrmmn
Helper method to authenticate to vault using the "auth_ec2" backend.
:param vault_client: hvac.Client
:param pkcs7: pkcs7-encoded identity document from the EC2 metadata service
:param nonce: string, the nonce retruned from the initial AWS EC2 auth request_,
— (i1f applicable)
:param role: string, the role/policy to request. Defaults to the current instance
—'s AMI ID if not provided.
:param mount_point: string, the path underwhich the AWS ECZ2 auth backend 1is_,
—provided
:param store_nonce: bool, 1if True, store the nonce received in the auth_ec2_
—response on disk for later use.
Especially useful for automated secure introduction.
:param kwargs: dict, remaining arguments blindly passed through by this lookup,,
—module class
:return: None
if pkcs7 is None:
logger.debug ('No pkcs7 argument provided to auth_ec2 backend.')
logger.debug ('Attempting to retrieve information from EC2 metadata service.')
pkcs7 = load_aws_ec2_pkcs7_string()

if nonce is None:
logger.debug ('No nonce argument provided to auth_ec2 backend.'
logger.debug ('Attempting to retrieve information from disk.')

(continues on next page)
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nonce = load_aws_ec2_nonce_from_disk ()

auth_ec2_resp = vault_client.auth.aws.ec2_login(
pkcs7=pkcs7,
nonce=nonce,
role=role,
use_token=False,
mount_point=mount_point

if store_nonce and 'metadata' in auth_ec2_resp.get ('auth', dict()):
token_meta_nonce = auth_ec2_resp['auth']['metadata'].get ('nonce')

if token_meta nonce is not None:
logger.debug ('token_meta_nonce received back from auth_ec2 call:

ool o
Sq o
S °

—token_meta_nonce)
write_aws_ec2_nonce_to_disk (token_meta_nonce)

else:
logger.warning ('No token meta nonce returned in auth response.')

return auth_ec2_resp

def get_vault_client (vault_url=VAULT_URL, certs=VAULT_CERTS, verify_certs=True, ec2_

—role=None) :

mmwn
Instantiates a hvac / vault client.
string, protocol + address + port for the vault service

:param vault_url:
Optional tuple of self-signed certs to use for verification,,

:param certs: tuple,
—with hvac's requests
:param verify certs: bool,

—with hvac's requests.
If False, don't verify SSL with hvac's requests (typically used with local_,

if True use the provided certs tuple for verification,,

—development) .
:param ecZ_role: str,
—retrieving a token (if applicable)
:return: hvac.Client

logger.debug ('Retrieving a vault (hvac) client...')

if verify_certs:
# We use a self-signed certificate for the vault service itself,

Name of the Vault AWS auth backend role to use when_,

so we need,_,

—to include our
# local ca bundle here for the underlying requests module.

os.environ['REQUESTS_CA_BUNDLE'] = '/etc/ssl/certs/ca-certificates.crt'
vault_client = hvac.Client (

url=vault_url,

cert=certs,

)
else:
vault_client = hvac.Client (
url=vault_url,
verify=False,

vault_client.token = load_vault_token (vault_client, ec2_role=ec2_role)

if not vault_client.is_authenticated():

raise hvac.exceptions.Unauthorized('Unable to authenticate to the Vault
(continues on next page)
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return vault_client

authenticated_vault_client = get_vault_client ()

Methods

Configure

Source reference: hvac.api.auth_methods.Aws.configure ()

Read Config

Source reference: hvac.api.auth_methods.Aws.read config/()

Delete Config

Source reference: hvac.api.auth_methods.Aws.delete _config()

Configure Identity Integration

Source reference: hvac.api.auth _methods.Aws.configure identity integration|()

Read Identity Integration

Source reference: hvac.api.auth_methods.Aws.read identity integration ()

Create Certificate Configuration

Source reference: hvac.api.auth_methods.Aws.create certificate_configuration ()

Read Certificate Configuration

Source reference: hvac.api.auth _methods.Aws.read certificate configuration|()
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Delete Certificate Configuration

Source reference: hvac.api.auth _methods.

List Certificate Configurations

Source reference: hvac.

Create Sts Role

Source reference: hvac.

Read Sts Role

Source reference: hvac.

List Sts Roles

Source reference: hvac.

Delete Sts Role

Source reference: hvac.

api

api

api

api

api

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

Configure Identity Whitelist Tidy

Source reference: hvac.api.auth_methods.

Read Identity Whitelist Tidy

Source reference: hvac.api.auth_methods.

Delete Identity Whitelist Tidy

Source reference: hvac.api.auth_methods.

Aws .

Aws .

Aws .

Aws.

Aws .

Aws.

Aws.

Aws.

Aws.

delete_certificate configuration ()

list_certificate_configurations()

create_sts _role ()

read_sts_role()

list_sts _roles()

delete sts_role()

configure identity whitelist_tidy()

read_identity whitelist_tidy /()

delete_identity whitelist_tidy/()
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Configure Role Tag Blacklist Tidy

Source reference: hvac.api.auth _methods.

Read Role Tag Blacklist Tidy

Source reference: hvac.api.auth _methods.

Delete Role Tag Blacklist Tidy

Source reference: hvac.

Create Role

Source reference: hvac.

Read Role

Source reference: hvac.

List Roles

Source reference: hvac.

Delete Role

Source reference: hvac.

Create Role Tags

Source reference: hvac.

IAM Login

Source reference: hvac.

api

api

api

api

api

api

api

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

Aws .

Aws .

Aws .

Aws.

Aws .

Aws.

Aws.

Aws.

Aws.

configure role_tag _blacklist_tidy/()

read_role_tag blacklist_tidy/()

delete_role tag blacklist_tidy()

create_role()

read_role ()

list_roles()

delete _role()

create_role tags()

iam _login ()
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EC2 Login

Source reference: hvac.api.

auth _methods.

Place Role Tags In Blacklist

Source reference: hvac. api

Read Role Tag Blacklist

Source reference: hvac.api

List Blacklist Tags

Source reference: hvac.api

Delete Blacklist Tags

Source reference: hvac.api

Tidy Blacklist Tags

Source reference: hvac.api

Read Identity Whitelist

Source reference: hvac.api

List Identity Whitelist

Source reference: hvac.api

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

.auth _methods.

Delete Identity Whitelist Entries

Source reference: hvac.api.

auth _methods.

Aws .

Aws

Aws .

Aws.

Aws .

Aws.

Aws.

Aws.

Aws.

ec2_login()

.place_role tags_in_blacklist ()

read _role_tag blacklist ()

list_blacklist_tags()

delete_blacklist_tags/()

tidy _blacklist_tags/()

read_identity whitelist ()

list_identity whitelist ()

delete_identity whitelist_entries()
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Tidy Identity Whitelist Entries

Source reference: hvac.api.auth _methods.Aws.tidy identity whitelist_entries/()

2.2.3 Azure

Note: Every method under the Client class's azure attribute includes a mount_point parameter that
can be used to address the Azure auth method under a custom mount path. E.g., If enabling the Azure auth method
using Vault’s CLI commands via vault auth enable -path=my-azure azure”, the mount_point parameter in hvac.
api.auth_methods.Azure () methods would be set to “my-azure”.

Enabling the Auth Method

hvac.vl.Client.enable _auth backend()

import hvac

client = hvac.Client ()
azure_auth_path = 'company-azure'
description = 'Auth method for use by team members in our company's Azure organization
. 1
if '"¢s/' % azure_auth_path not in vault_client.list_auth_backends() :
print ('"Enabling the azure auth backend at mount_point: {path}'.format (

path=azure_auth_path,

))

client.enable_auth_backend
backend_type='azure',
description=description,
mount_point=azure_auth_path,

Configure

hvac.api.auth _methods.Azure.configure ()

import os
import hvac
client = hvac.Client ()

client.auth.azure.configure (
tenant_id="my-tenant-id’
resource='"'my-resource',
client_id=os.environ.get ('AZURE_CLIENT_ID'),
client_secret=os.environ.get ('AZURE_CLIENT_SECRET'"),
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Read Config

hvac.api.auth _methods.Azure.read config()

import hvac
client = hvac.Client ()

read_config = client.auth.azure.read_config()

print ('The configured tenant_id is: {id}'.format (id=read_config['tenant_id"))

Delete Config

hvac.api.auth _methods.Azure.delete_config()

import hvac
client = hvac.Client ()

client.auth.azure.delete_config()

Create a Role

hvac.api.auth_methods.Azure.create_role()

import hvac
client = hvac.Client ()

client.auth.azure.create_role(
name='my-role',
policies=policies,
bound_service_principal_ids=bound_service_principal_ids,

Read A Role

hvac.api.auth _methods.Azure.read role()

import hvac
client = hvac.Client ()

role_name = 'my-role'

read_role_response = client.auth.azure.read_role(
name=role_name,

)

print ('Policies for role "{name}": {(policies}'.format (
name='my-role',
policies=",'.join(read_role_response['policies']),

))
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List Roles

hvac.api.auth _methods.Azure.list_roles()

import hvac
client = hvac.Client ()

roles = client.auth.azure.list_roles()

print ('The following Azure auth roles are configured: '.format (
roles="',"'.join(roles['keys']),

))

Delete A Role

hvac.api.auth_methods.Azure.delete_role()

import hvac
client = hvac.Client ()

client.auth.azure.delete_role(
name='my-role',

Login

hvac.api.auth _methods.Azure.login ()

import hvac
client = hvac.Client ()

client.auth.azure.login (
role=role_name,
jwt="'Some MST JWT...',

)

client.is_authenticated # ==> returns True

2.2.4 GCP

Note: Every method under the Client class's gcp.auth attribute includes a mount_point parameter
that can be used to address the GCP auth method under a custom mount path. E.g., If enabling the GCP auth method
using Vault’s CLI commands via vault auth enable -path=my-gcp gcp”, the mount_point parameter in hvac.api.
auth.Gcp () methods would be set to “my-gcp”.
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Enabling the Auth Method

Source reference: hvac.vl.Client.enable_auth backend()

import hvac
client = hvac.Client ()

gcp_auth_path = 'company-gcp'
description = 'Auth method for use by team members in our company's Gcp organization'
if '"%s/'" % gcp_auth_path not in vault_client.list_auth_backends() :

print ('Enabling the gcp auth backend at mount_point: {path}'.format (

path=gcp_auth_path,

))

client.enable_auth_backend/(
backend_type='gcp',
description=description,
mount_point=gcp_auth_path,

Configure

Source reference: hvac.api.auth.Gecp.configure ()

import hvac
client = hvac.Client ()

client.auth.gcp.configure (
credentials='some signed JSON web token for the Vault server...'

Read Config

Source reference: hvac.api.auth.Gecp.read_config()

import hvac
client = hvac.Client ()

read_config = client.auth.gcp.read_config